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Abstract. The study aimed to identify ways to improve the legal regulation of the protection of information networks
of Ukraine’s critical infrastructure, taking into account contemporary challenges in cybersecurity and international
standards. The research employed a comparative analysis of the legislation of Ukraine, the EU, the USA, and the United
Kingdom governing cybersecurity in critical infrastructure. Additionally, it assesses the effectiveness of existing legal
and regulatory frameworks in the context of modern threats, particularly armed conflict. The analysis revealed the
fragmented nature of the current legislation, the lack of an effective coordination mechanism among state authorities, and
insufficient legal instruments for regulating liability for cybercrimes targeting critical infrastructure. It was established
that Ukraine’s regulatory framework only partially complies with international standards, complicating its harmonisation
with EU requirements. The insufficient integration of the public and private sectors in the field of cybersecurity is also
a significant factor limiting the effectiveness of protecting strategic digital assets. To enhance the efficiency of legal
regulation, comprehensive harmonisation of Ukraine’s legislation with EU norms is necessary, particularly with the
NIS 2 Directive, which establishes unified requirements for the protection of critical infrastructure. The introduction
of mandatory certification of cybersecurity measures and the expansion of criminal liability for cyberattacks on critical
infrastructure, including sanctions for legal entities, are advisable. A crucial direction is the legislative establishment of
a unified national cyber threat monitoring system and the improvement of mechanisms for public-private partnerships.
The proposed changes will contribute to strengthening the cyber resilience of Ukraine’s critical infrastructure, ensuring
its compliance with international standards, and facilitating its integration into the global cybersecurity system
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Introduction

In the contemporary digital era, cyber threats to vital infra-
structure have evolved into a global concern that transcends
national boundaries. Advanced cyberattacks aimed at ener-
gy, transportation, communication, and healthcare systems
represent a mounting threat to governments, businesses, and
critical service providers worldwide. These vulnerabilities
underscore the pressing need for comprehensive cyberse-
curity strategies that encompass organisational, legal, and
technological safeguards. The accelerated integration of dig-
ital technologies and the interconnection of global econo-
mies have elevated the protection of critical infrastructure
to a paramount concern in national security strategies across
diverse geographical regions.

To address the challenges posed by contemporary cy-
bersecurity, a multifaceted approach encompassing organi-
sational, legal, and cyber-physical methodologies is impera-
tive. Recent research contributions offer significant insights
into the evolution of cybersecurity. In particular, U. Cali et
al. (2023) emphasise the need to integrate physical and cyber
security measures to enhance the resilience of digital water
infrastructure against cyber threats, and A. Semenchenko et
al. (2020) highlight the necessity of comprehensive cy-
ber-physical solutions to mitigate the impact of cyberattacks
on critical utilities. The authors draw attention to the legal
system’s fragmentation and the necessity of governmental
entities working together more closely. The growth of cy-
bersecurity regulations inside the European Union is also
examined by G.G. Fuster and L. Jasmontaite (2020), who
emphasise the significance of striking a balance between se-
curity concerns and basic rights. The authors contend that a
unified strategy including several domains, such as critical
infrastructure protection and electronic communications, is
necessary for efficient cybersecurity governance.

R. Kelemen (2023) has conducted an in-depth analysis
of the repercussions of the Russian-Ukrainian war on Euro-
pean cybersecurity policies, with a particular focus on the
impact of hybrid warfare on cybersecurity strategies. The
study asserts the necessity for a paradigm shift towards inte-
grated cybersecurity frameworks that encompass both cog-
nitive and digital security measures. Additionally, I. Shopi-
na et al. (2020) have undertaken a comparative analysis of
the organisational and legislative cybersecurity strategies
employed by the EU, NATO, and leading nations. In order to
enhance resilience against cyber threats, their analysis un-
derscores the imperative for Ukraine to integrate its cyberse-
curity framework with international norms.

H. Zhang et al. (2024) examine the function of Contin-
uous Auditing (CA) in the War Potential Network (WPN), a
pivotal infrastructure architecture impacting national secu-
rity. The study underscores the challenges in ensuring com-
pliance with privacy laws and national security regulations,
emphasising the need for advanced auditing techniques such
as Locality-Sensitive Hashing (LSH). The research provides
novel insights on defending vital infrastructures from cyber-
attacks while upholding moral and legal principles through
the integration of compliance-enhancing technologies.
In a related study, D. Markopoulou and V. Papakonstan-
tinou (2021) examine the evolution of critical infrastructure
protection, with a particular focus on the EU. In order to de-
tect legislative gaps that affect cybersecurity measures, their
research distinguishes between critical infrastructures and
critical information infrastructures. They illustrate how the
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growing frequency of cyber events calls for enhanced regula-
tory frameworks and sector-specific protective mechanisms
in order to adjust to the digital age, using the healthcare
industry as a case study.

Despite numerous papers, a number of elements of the
problem under study require more detailed analysis. The is-
sues of assessing the vulnerabilities of information networks
of critical state resources of Ukraine, the effectiveness of ex-
isting mechanisms for their protection, the formation of in-
novative methodologies for ensuring cyber resilience of crit-
ical objects, and considering the features of hybrid threats,
require further investigation.

The purpose of the study was to examine ways to im-
prove the legal regulation of critical infrastructure informa-
tion network protection. The following tasks were set:

1) analyse modern approaches to the legal regulation of
critical infrastructure protection and categorisation of criti-
cal infrastructure objects.

2) investigate the effectiveness of existing cybersecurity
frameworks and policies in protecting critical infrastructure
information networks.

3) develop proposals for improving regulatory frame-
works to enhance the security of information networks in
Ukraine.

Materials and methods

The research methodology provided an interdisciplinary ap-
proach that combined a variety of scientific research meth-
ods and a wide range of data. A comprehensive analysis of
information networks of strategically important objects as a
complex system functioning in the face of external threats
was conducted. This allowed identifying the relationships
between different components of the system and assessing
the impact of various factors on its vulnerability and sustain-
ability. The comparative legal method was used to compare
regulatory legal acts and practices of critical infrastructure
protection in Ukraine and other countries, in particular, the
United States (Cybersecurity and Infrastructure..., 2018),
Great Britain (the Network and..., 2018), and Germany (Act
on the..., 2009). This helped to identify common features
and differences in approaches to regulating and protect-
ing critical infrastructure and evaluate the effectiveness of
diverse cybersecurity models. Chronological analysis was
used to track the transformation of approaches to protect-
ing strategically important objects and analyse previous
cyber incidents related to attacks on critical infrastructure.
This contributed to the examination of cyberattack methods
and appropriate defence mechanisms. Analytical materials
of international organisations (Cloud consciousness: Indus-
try..., 2015) and the NotPetya cyberattack in 2017 (The
history of..., 2018) were used to assess the consequences of
large-scale cyber incidents and identify weaknesses in exist-
ing security measures.

The research materials were regulatory legal acts of
Ukraine in the field of cybersecurity and critical infrastruc-
ture protection, in particular, Law of Ukraine No. 2163-
VIII “On the Basic Principles of Ensuring Cybersecurity of
Ukraine” (2017), Law of Ukraine 1882-IX “On Critical In-
frastructure” (2023), Cybersecurity Strategy of Ukraine (De-
cree of the..., 2021), National Security Strategy of Ukraine
(Decree of the..., 2020), Resolution of the Cabinet of Minis-
ters of Ukraine No. 518-2019-p “On Approval of the General
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Requirements for Cyber Defence of Critical Infrastructure
Objects” (2019), Criminal Code of Ukraine (2001), in par-
ticular, articles related to cybercrime.

Results

Analysis of the state of protection of information net-
works of critical infrastructure of Ukraine in 2014-
2024. The key document in this area is the Law of Ukraine
No. 2163-VIII “On the Basic Principles of Ensuring Cyberse-
curity of Ukraine” (2017). This Regulatory Act outlines the
legal and structural principles for ensuring the key needs
of an individual and society, community, and country in
a digital environment. However, experts note that the ex-
isting regulatory framework needs further improvement,
in particular, against the background of rapid progress in
innovation and new challenges associated with military
aggression. P. Anakhov et al. (2023) posit that Ukraine’s
current cybersecurity legislation is inadequate in address-
ing the escalating complexity of cyber threats within the
context of armed conflict, underscoring the necessity for
a comprehensive overhaul of regulatory mechanisms. In a
similar vein, A. Davydiuk and V. Zubok (2023) emphasise
that while legal frameworks provide a foundation for cyber-
security, their practical implementation remains inconsist-
ent due to inadequate coordination between state agencies.
In a similar vein, R. Chernysh et al. (2023) underscore the
pressing need to align Ukraine’s cybersecurity strategies
with international standards to bolster resilience against
state-sponsored cyber threats.

The institutional structure of ensuring cybersecurity in
Ukraine includes a number of state bodies. Their activities
are coordinated by the National Cybersecurity Coordina-
tion Centre under the National Security and Defence Coun-
cil of Ukraine (NSDC) (Decree of the President of Ukraine
No. 242/2016, 2016). However, the effectiveness of interac-
tion between these structures often faces challenges related
to the distribution of powers, which can negatively affect the
speed of response to cyber threats. Technical means of crit-
ical infrastructure information networks preventive meas-
ures demonstrate a heterogeneous level of development.
Some sectors, such as banking and energy, have relatively
advanced cyber defence systems. However, many critical in-
frastructure facilities, especially in the regions, still use out-
dated technologies and software, making them vulnerable to
modern cyber threats (The history of..., 2018). The situation
is compounded by limited funding and a shortage of cyberse-
curity professionals, especially in the public sector.

Regarding cybersecurity strategies of Ukraine, The
Decree of the President of Ukraine No. 447/2021 “On the
Decision of the National Security and Defence Council of
Ukraine of 14 May 2021 “On the Cybersecurity Strategy of
Ukraine” (2021) defines key priorities in the field of cyber
defence, including the development of the national cyberse-
curity system, strengthening the capabilities of security and
defence sector entities to effectively counter cyber threats,
and ensuring the cyber resilience of critical infrastructure.
An important aspect of the strategy is the focus on the de-
velopment of public-private partnership and international
cooperation in the field of cybersecurity. The document also
provides for the creation of a system of training personnel in
the field of cybersecurity, which is critical to overcoming the
shortage of qualified specialists in this field. The cybersecu-
rity strategy of Ukraine defines critical priorities in the field

of cyber defence, including the development of a national
cybersecurity system, strengthening the capabilities of secu-
rity and defence sector entities to effectively counter cyber
threats, as well as ensuring the cyber resilience of critical
infrastructure (Shahini et al., 2024). The document provides
for the creation of a system of training personnel in the field
of cybersecurity and focuses on the development of pub-
lic-private partnership and international cooperation. These
provisions of the strategy correspond to the needs identified
in the course of the study to strengthen the protection of
information networks of critical infrastructure in Ukraine.

In the field of public-private partnership, Ukraine is
substantially inferior to the advanced states of the world.
In the United States, the Critical Infrastructure Partnership
Advisory Council (2023) programme operates, which en-
sures effective interaction between the government appara-
tus and entrepreneurship in the field of critical infrastruc-
ture preventive measures. In Ukraine, such mechanisms are
just beginning to take shape, which limits the opportunities
for information exchange and coordination between public
authorities and private operators of critical infrastructure.
Regarding the standardisation and certification of preven-
tive measures systems, Ukraine is in the process of adapting
international standards, such as the International Organi-
sation for Standardisation (ISO) and the National Institute
of Standards and Technology (NIST). However, the level of
implementation of these standards at critical infrastructure
facilities remains insufficient. According to the State Service
for Special Communications and Information Protection of
Ukraine, only about 30% of critical infrastructure facilities
fully comply with international cybersecurity standards,
which is substantially lower than the levels of EU states and
the US (Key Consequences of..., 2022).

The issue of personnel support requires exceptional fo-
cus. There is an acute shortage of cybersecurity specialists in
Ukraine, especially in the public sector. The need for such
specialists is met only by 50-60%. For comparison, in the
EU countries, this figure is 80-85%. This creates substan-
tial security risks for critical infrastructure, especially in the
context of steadily expanding the scope and complicating
cyber-attacks. Analysing the regulatory support for the pres-
ervation of information networks of critical infrastructure
in Ukraine, it is worth paying attention to its evolution and
compliance with modern challenges. The Law of Ukraine
No. 1882-IX “On Critical Infrastructure” (2023) was an im-
portant step in the formation of an integrated approach to
the protection of critical objects. However, the comparative
legal analysis indicates the need to continue coordinating
national legal norms with EU norms, in particular, with
the Directive of the European Parliament and the Council
No. 2016/1148 “Concerning Measures for a High Common
Level of Security of Network and Information Systems Across
the Union” (2016).

From the standpoint of the legal consequences of cy-
ber-attacks on critical infrastructure facilities, Ukrainian leg-
islation shows certain gaps (Yefimenko et al., 2023b). Arti-
cle 361 of the Criminal Code of Ukraine (2001) provides for
liability for obstructing the operation of computers, digital
complexes, and information infrastructures. However, this
rule does not cover the full range of modern cyber threats,
such as attacks on industrial Incident Command Systems
(ICS) or distributed denial-of-service attacks, which are of-
ten used against critical infrastructure objects.



In terms of organisational support, the creation of the
national cybersecurity coordination centre under the Nation-
al Security and Defence Council of Ukraine was an advanced
step in coordinating the efforts of various departments
(Decree of the President of Ukraine No. 242/2016, 2016).
However, the analysis of its activities indicates the need to
expand the powers and resources provided for the effective
performance of the tasks assigned to it. In particular, the
issue of creating a unified system for monitoring, recognis-
ing and countering digital violations, similar to the United
States Computer Emergency Readiness Team in the United
States or the Computer Emergency Response Team in the
EU, remains relevant. Regarding the regulation of the pro-
tection of information networks of critical infrastructure in
Ukraine, special attention should be paid to the implemen-
tation of international standards and norms. In particular,
the Law of Ukraine No. 2163-VIII “On the Basic Principles of
Ensuring Cybersecurity of Ukraine” (2017) provides for the
application of international ISO standards and other stand-
ards on information and cybersecurity. However, the analy-
sis of the regulatory framework indicates a lack of detail in
the mechanisms for implementing these standards and clear
criteria for assessing their compliance.

The key issue is the regulatory regulation of the
cross-border exchange of information about cyber incidents.
Ukraine is a participant in the Convention on Cybercrime,
which creates the legal basis for global cooperation in this
area (Law of Ukraine 2824-1V, 2005). However, the practical
implementation of the provisions of the convention faces a
number of problems, in particular, regarding the speed of
data exchange and their admissibility as evidence in court
proceedings. From the standpoint of administrative and le-
gal regulation, the role of Resolution of the Cabinet of Minis-
ters of Ukraine No. 518-2019-p “On Approval of the General
Requirements for Cyber Defence of Critical Infrastructure
Objects” (2019) is notable. This Regulatory Act sets basic
requirements for threat prevention systems, but expert anal-
ysis indicates the need for its further detailing and adap-
tation to the specific features of various sectors of critical
infrastructure.

According to the analytical report of the National Co-
ordination Centre for Cybersecurity, in 2023-2024 there
is a substantial increase in the number and complexity of
cyber-attacks on critical infrastructure facilities in Ukraine
(Critical Infrastructure Partnership, 2023). For an integrated
assessment of the existing security mechanisms of informa-
tion networks of critical infrastructure of Ukraine, a detailed
analysis of key aspects was conducted. The analysis identi-
fied substantial discrepancies between the current state of
Ukraine and international standards, especially in terms of
technical support and investment. Only 30% of critical infra-
structure facilities in Ukraine fully meet international stand-
ards, compared to 80-90% in the EU countries. In addition,
investment in cybersecurity in Ukraine accounts for only
0.1% of the gross domestic product (GDP), while in NATO
countries this figure reaches 0.3-0.5%. These data highlight
the urgent need for an integrated approach to improving the
threat prevention system of Ukraine’s critical infrastructure,
with a special focus on technical modernisation, human
resources development, and strengthening international
cooperation (Davydiuk & Potii, 2024). Regarding the con-
fidentiality of personal information processed in the infor-
mation systems of critical infrastructure facilities, Ukrainian
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legislation demonstrates a certain non-compliance with the
requirements of the EU General Data Protection Regulation.
In particular, the Law of Ukraine No. 2297-VI “On Personal
Data Protection” (2010) does not contain provisions on man-
datory notification of data leaks that are critical for critical
infrastructure facilities.

Identification of key vulnerabilities and threats in
conflict situations. In the sphere of analysing the crucial
vulnerabilities and dangers of information networks of crit-
ical infrastructure of Ukraine in the context of conflict, it is
worth considering the issue from different angles, covering
both legal and technical aspects of the problem. From a legal
standpoint, the issue of qualifying cyber-attacks on critical
infrastructure facilities in an armed conflict requires priority
consideration. In the light of the provisions of international
humanitarian law, in particular, the Protocol Additional to
the Geneva Conventions of 12 August 1949, and related to
the Protection of Victims of International Armed Conflicts
(Protocol I) (1977), attacks on objects necessary for the sur-
vival of the civilian population are prohibited. However, the
specifics of cyber-attacks create certain difficulties in apply-
ing these rules since it is often difficult to establish a direct
link between cyber operations and physical consequences.

The analysis of the legislative framework of Ukraine re-
veals certain gaps in the regulation of issues related to the
protection of critical infrastructure in a hybrid war. The Law
of Ukraine No. 2163-VIII “On the Basic Principles of Ensur-
ing Cybersecurity of Ukraine” (2017), although defines the
basic principles of preventing threats to critical information
infrastructure, does not contain specific provisions on coun-
tering cyber risks in armed conflict. A comparative analysis
with the legislation of NATO countries, particularly the Unit-
ed States and Great Britain, demonstrates the need to devel-
op more detailed legal mechanisms for responding to cyber
incidents in wartime. A comparative analysis of the legisla-
tion of Ukraine with the regulatory legal acts of the United
States, Great Britain, and Germany revealed a number of dif-
ferences in approaches to protecting critical infrastructure.
Cybersecurity and Infrastructure Security Agency Act (2018)
in the United States provides for the creation of a specialised
agency for cybersecurity and infrastructure protection. The
Network and Information Systems Regulations (2018) in the
UK set strict requirements for operators of basic services re-
garding reporting on cyber incidents. The Act on the Federal
Office for Information Security (BSI Act — BSIG) (2009) in
Germany introduces mandatory minimum IT security stand-
ards for critical infrastructure operators. These approaches
can be used to improve Ukrainian legislation in the field
of critical infrastructure protection. From the standpoint of
identifying technical vulnerabilities, special attention should
be paid to the problem of preventing threats to SCADA sys-
tems that are widely used at critical infrastructure facilities.
Research conducted by the State Service for Special Commu-
nications and Information Threat Prevention of Ukraine has
revealed that a substantial part of these systems in Ukraine
uses outdated software and has a low level of threat preven-
tion from external interference. In comparison with the prac-
tices of the EU countries, where the standard for preventing
threats to industrial control systems has been implemented,
the level of security of Ukrainian SCADA systems remains
insufficient, which creates substantial risks in conditions of
active cyber resistance. An analysis of an attempted cyber-
attack on Ukrainian water treatment plants in April 2022
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revealed critical vulnerabilities in water supply management
systems. According to the report of the State Service for Spe-
cial Communications and Information Protection of Ukraine,
the attackers tried to gain unauthorised access to water qual-
ity control systems to change its chemical composition (Key
Consequences of..., 2022). The incident highlighted the need
to strengthen the protection of SCADA systems in the water
supply sector, implement multi-level water quality control
systems, and conduct regular cybersecurity exercises for crit-
ical infrastructure personnel.

In the context of legal assessment of vulnerabilities, the
problem of attribution in conflict situations should be sub-
stantially emphasised. According to the United Nations Char-
ter (1945), states have the right to self-defence in the event of
an armed attack. However, the qualification of a cyberattack
as an “armed attack” remains a controversial issue in inter-
national law. The Tallinn guide 2.0, in line with international
legal standards on cyber activities, suggests treating cyber-
attacks resulting in substantial destruction or loss of life as
the equivalent of an armed attack (Schmitt, 2017). However,
this concept has not yet been widely recognised in interna-
tional practice, which creates legal uncertainty in the con-
text of preventing threats to Ukraine’s critical infrastructure.

Cyber-attacks using the NotPetya virus on the financial
sector of Ukraine in 2017 revealed large-scale consequenc-
es for the country’s critical infrastructure. According to the
study, the attack affected not only the banking sector but also
energy companies, transportation systems and government
agencies (The history of..., 2018). It demonstrated the high
level of complexity and organisation of cyber threats, em-
phasising the need to develop comprehensive cyber defence
strategies at the national level. In particular, the incident
revealed the need to improve data backup systems, imple-
ment more stringent cybersecurity protocols, and strengthen
cross-industry cooperation in countering cyber threats.

Attacks on satellite communication systems used to
manage critical infrastructure facilities pose a particular
threat in conflict situations. The KA-SAT incident, which oc-
curred at the start of the aggression against Ukraine, demon-
strated the vulnerability of such systems and their critical
importance for national security. From a legal standpoint,
such attacks can qualify as a violation of the Convention on
Cybercrime (2001) and Law of Ukraine 2824-IV “On Ration-
alisation of the Convention on Cybercrime” (2005), in par-
ticular, Article 4, which deals with illegal data interference.
However, the effective prosecution of such crimes is com-
plicated by the cross-border nature of attacks and problems
with identifying intruders.

Strategies for strengthening the protection of infor-
mation networks in Ukraine. As part of the development
of strategies to strengthen the protection of information net-
works of critical infrastructure in Ukraine, the implemen-
tation of an integrated approach based on the principles of
risk-based management and adaptive threat prevention is
of paramount importance. According to the Law of Ukraine
No. 2163-VIII “On the Basic Principles of Ensuring Cyber-
security of Ukraine” (2017), it is necessary to create and
implement a multi-level threat prevention system that will
cover organisational, technical, and regulatory aspects. A
critical element of such a strategy should be the creation of
a national cybersecurity system that will ensure the coor-
dination of actions of all cybersecurity entities and prompt
response to cyber incidents.

Technically, the priority area is the introduction of ad-
vanced technologies for threat prevention, in particular,
new-generation IDS intrusion detection and prevention
systems based on systems self-learning technologies and
cybernetics. According to the recommendations of the Eu-
ropean Union Agency for Cybersecurity, the priority task
should be to ensure the safety of automated production
complexes ICS and SCADA systems that are widely used in
the energy and water supply sectors (Cloud consciousness:
Industry..., 2015). The implementation of the standard for
preventing threats to industrial control systems should be-
come a mandatory requirement for all critical infrastruc-
ture facilities. In the legal field, it is necessary to coordi-
nate Ukrainian legal norms with EU norms, in particular,
with the Directive of the European Parliament and of the
Council No. 2016/1148 “Concerning Measures for a High
Common Level of Security of Network and Information Sys-
tems Across the Union” (2016). This will create a single legal
space and ensure effective international cooperation in the
field of cybersecurity. An important aspect is also the de-
velopment of public-private partnership mechanisms in the
field of preventing threats to critical infrastructure, which
will attract additional assets and professional knowledge of
the business environment.

Special attention should be paid to the development
of human resources in the field of cyber defence. Accord-
ing to the cybersecurity strategy of Ukraine, approved by
Decree of the President of Ukraine No. 447/2021 “On the
Decision of the National Security and Defence Council of
Ukraine of 14 May 2021 “On the Cybersecurity Strategy
of Ukraine” (2021), it is necessary to create a system for
training cybersecurity specialists for the needs of the public
sector and critical infrastructure facilities. This includes the
development of specialised training programmes, regular
trainings on cybersecurity, as well as the creation of a cer-
tification system for specialists in accordance with interna-
tional standards such as ISO/IEC and Certified Information
Systems Security Professional. A comprehensive strategy has
been developed to systematise and prioritise areas for im-
proving the critical infrastructure threat prevention system
in Ukraine. This strategy covers a wide range of activities —
from regulatory support to raising staff awareness and con-
siders both technical and organisational aspects of cyberse-
curity. Special attention is paid to the issues of coordination
of Ukrainian legal acts with EU standards, technological
modernisation of threat prevention systems, and human re-
sources development. Notably, the implementation of this
strategy requires a comprehensive strategy and coordination
of efforts of all participants — from public authorities to pri-
vate operators of critical infrastructure.

Regarding the regulatory support of critical infrastruc-
ture, special attention should be paid to the implemen-
tation of the provisions of the NIS 2 Directive (2024) in
the national legislation of Ukraine. This implementation
involves not only the nominal approval of relevant legis-
lative acts but also the creation of effective mechanisms
for their implementation. In particular, it is important to
create and launch a mechanism for identifying and cate-
gorising basic service operators and digital service provid-
ers in accordance with the criteria established in the NIS 2
Directive (2024). An important aspect of legal regulation
is also the establishment of clear requirements for criti-
cal infrastructure operators to implement an Information



Security Management System according to the internation-
al ISO standard. Thereby, it is necessary to ensure a differ-
entiated approach to different categories of critical infra-
structure objects, considering their specifics and level of
criticality. This approach will optimise the cost of ensuring
the prevention of threats to the digital space and increase
the effectiveness of protective measures.

Special attention should be paid to the issue of criti-
cal infrastructure for the dissemination of data on cyber
incidents and cyber threats between critical infrastructure
operators, government agencies, and international partners.
It is necessary to develop and implement regulatory tools
that would ensure a balance between the need for rapid
exchange of information and the protection of confidential
data of business entities. This may include creating secure
platforms for sharing information, establishing clear proce-
dures for classifying and depersonalising incident data and
defining conditions and restrictions for using such informa-
tion. It is advisable to consider the possibility of creating
specialised judicial institutions or units that would deal
with cases related to cybercrime and violations in the field
of cybersecurity to strengthen the effectiveness of imple-
menting laws in the field of preventing threats to critical
infrastructure. This will allow for a more professional and
efficient handling of such cases, considering their technical
complexity and specifics.

International cooperation in the protection of crit-
ical infrastructure. As part of the globalisation of threats
to the digital space and their cross-border nature, global
cooperation in preventing threats to critical infrastructure
is becoming of paramount importance for Ukraine. Ac-
cording to the Law of Ukraine No. 2163-VIII “On the Basic
Principles of Ensuring Cybersecurity of Ukraine” (2017),
one of the key principles of ensuring the protection of
the digital space is global interaction to strengthen mu-
tual confidence in the field of digital security and devel-
op coordinated strategies to combat network hazards. In
this context, Ukraine’s participation in international in-
itiatives, such as the Convention on Cybercrime (2001),
which creates a legislative framework for global interac-
tion in countering cybercrime, is especially important.

An essential component of transnational cooperation is
the coordination of national legislation of Ukraine with EU
norms in the field of critical infrastructure protection (Chu-
machenko & Popel, 2023). In particular, the implementation
of the Directive of the European Parliament and of the Coun-
cil No. 2016/1148 (2016) provisions on measures for a high
joint level of security of network and information systems
on the territory of the NIS Directive Union is a vital task for
Ukraine within the framework of the association agreement
with the EU. This harmonisation will create a single legal
and technical space for the exchange of information about
cyber incidents and joint response to cyber threats. A special
role in international cooperation is played by Ukraine’s co-
operation with NATO in the field of preventing threats to the
digital space. According to the annual national programme
under the auspices of the NATO-Ukraine Commission,
Ukraine actively participates in NATO cyber defence exercis-
es, such as the “Cyber Coalition” and “Locked Shields”. This
cooperation allows Ukrainian specialists to gain valuable
experience and increase their readiness to counter complex
cyber-attacks on critical infrastructure facilities. In addition,
within the framework of the NATO Digital Space Security
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Trust Fund for Ukraine, projects are being implemented to
modernise critical infrastructure security systems.

At the regional level, Ukraine’s cooperation within
the framework of the Trimorya initiative, which unites the
countries of Central and Eastern Europe (Ukraine becomes
a..., 2022), is important. The initiative is developing com-
mon approaches to protecting cross-border critical infra-
structure, particularly in the energy and transport sectors.
Such cooperation is particularly relevant in the context of
the integration of the energy systems of Ukraine and the EU,
which requires an increased level of cybersecurity to ensure
the stability of energy supplies. An important element of
cross-border cooperation is Ukraine’s participation in global
initiatives to secure the digital space, in particular, within
the framework of the United Nations. Ukraine, as an active
participant in these initiatives, has the opportunity not only
to adopt best practices but also to influence the formation of
a global cybersecurity policy.

Cooperation with the EU in the field of critical infra-
structure security goes beyond just harmonising legislation.
An important element is Ukraine’s participation in EU plat-
forms and projects, such as Horizon Europe (European Com-
mission, 2021) and the Digital Europe Programme (Europe-
an Commission, 2022). These programmes provide access to
advanced technologies and methodologies for securing crit-
ical infrastructure and facilitate the exchange of experience
between specialists from different countries. Priority should
be given to the opportunities that participation in the Eu-
ropean Cybersecurity Competence Centre opens up, which
can become a key tool for improving the cyber resilience of
Ukrainian critical infrastructure.

Regarding bilateral relations in the field of preventing
threats to the digital space, Ukraine actively cooperates
with leading countries of the world. In particular, the Mem-
orandum of Understanding between Ukraine and the USA
Regarding Collaboration on Ukrainian Energy System Resil-
ience (2021) provides for the dissemination of data on cyber
risks, joint exercises, and technical assistance in protecting
critical infrastructure. Similar agreements have been signed
with the United Kingdom, Canada, Japan, and Australia,
which allows creating a multi-layered system of interna-
tional support in countering cyber risks. Special attention
should be paid to the issue of international legal regulation
of state responsibility for cyber-attacks on critical infrastruc-
ture facilities. In this context, Ukraine supports initiatives
to create and implement the norms of a balanced policy of
countries in the digital environment, especially within the
framework of the United Nations Group of Governmental
Experts (2021) on International Information Security. The
development of international legal mechanisms for attribut-
ing cyber-attacks and bringing violator states to justice is a
crucial task for ensuring global prevention of threats to the
digital space and ensuring the security of Ukraine’s national
interests in the context of hybrid aggression.

The results obtained can be used to develop effective
strategies for protecting critical infrastructure in Ukraine
and improving the state structure of digital protection in the
context of ongoing conflict. The implementation of the pro-
posed recommendations will substantially increase the level
of security of information networks of critical infrastructure
of Ukraine, which will contribute to strengthening national
security and resilience of the state in the face of constantly
evolving cyber threats.
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Discussion

The results of the study indicate a number of important as-
pects that require detailed discussion. Firstly, the examina-
tion of intrusions on the critical infrastructure of Ukraine in
2014-2023 showed a substantial increase in the number and
complexity of attacks after the start of a full-scale invasion of
the aggressor in 2022. This is consistent with the conclusions
of R. Osei-Kyei et al. (2023), who noted the increased vulner-
ability of critical infrastructure to cyber threats in crisis sit-
uations. The results also support the observations of R. Can-
telmi et al. (2021) on the importance of adaptive approaches
to protecting information networks in the face of dynamic
threats. It is worth noting that the increase in the number
of attacks on critical infrastructure was also accompanied
by an increase in their technological complexity and target
orientation. There is a tendency to use more sophisticated
methods of social engineering and targeted attacks on spe-
cific critical objects, which requires the formation of inno-
vative methods for identifying and countering such threats.

R. White (2019) examines cybersecurity vulnerabilities
in industrial control systems, highlighting sophisticated cy-
ber threats and their impact on state security. Analysing past
incidents, R. White (2019) identifies attack patterns and ad-
vocates for proactive defence mechanisms. L. Andrew (2020)
expands on R. White (2019) work, focusing on power grids
and communication networks. L. Andrew (2020) demon-
strates how cyberattacks on one component can trigger cas-
cading failures, using empirical evidence from large-scale
incidents to emphasise the need for integrated security poli-
cies. E.D. Knapp (2024) explores evolving cyber threats and
defence strategies, emphasising artificial intelligence and
machine learning in threat mitigation. Author argues that
traditional security measures are insufficient against adap-
tive adversaries and highlights recent advancements in cy-
bersecurity technologies and regulations. Aligning with the
present study, E.D. Knapp (2024) underscores the necessity
of robust cybersecurity measures for Ukraine’s critical infra-
structure. The interconnectedness of strategically important
objects, as noted in the aforementioned works, resonates
with the cascading effects observed in Ukraine, where a suc-
cessful attack on one component often leads to widespread
disruptions across multiple sectors. Consequently, the con-
clusions of the present study corroborate the imperative
for a systemic approach to enhance Ukraine’s cybersecuri-
ty measures through the establishment of advanced legal
frameworks and enhanced security protocols.

The challenges associated with the sustainability of ur-
ban critical infrastructure and the security of network in-
frastructure have been examined by K. Pipyros (2019) and
O. Ivanenko (2020). Their research highlights the heightened
vulnerability of urban infrastructures to cyber threats due to
their complexity and concentration of critical assets. The
emphasis on the need for comprehensive security strategies
that integrate technical, organisational and social dimensions
corresponds with the findings of the present study, which
identifies weak authentication protocols and outdated cyber-
security measures as key risk factors. In line with their recom-
mendations, this study advocates for the implementation of
adaptive protection strategies, incorporating artificial intelli-
gence and advanced anomaly detection mechanisms, to effec-
tively mitigate risks to Ukraine’s urban critical infrastructure.

The protection of key state resources in the context of
military conflicts and hybrid threats has been explored by

C. Pursiainen (2021) and M. Haber (2022). Their studies il-
lustrate the transformation of national security approaches
in response to hybrid threats, which combine cyberattacks
with physical sabotage and information warfare, a phenom-
enon which is directly relevant to the current study. The lat-
ter focuses on the cybersecurity challenges faced by Ukraine
amid ongoing military conflict. The findings of these stud-
ies lend support to the argument that traditional security
measures are inadequate in the face of hybrid threats, un-
derscoring the necessity for a coordinated strategy that inte-
grates military, cybersecurity, and intelligence capabilities.
The present study contributes to this body of knowledge by
proposing targeted measures, such as the establishment of
sector-specific cybersecurity centres and regular cybersecu-
rity exercises, with the aim of enhancing national resilience
against evolving threats.

An analysis of existing systems of protection of commu-
nication structures of critical infrastructure of Ukraine has
shown that the most effective are integrated approaches that
combine technical, organisational, and legal measures. This
confirms the findings of D. Rehak et al. (2019) on the need
for a comprehensive strategy to assess the sustainability
of critical infrastructure elements. The study showed that
the most successful organisations are those that have im-
plemented a multi-level security system that includes not
only modern technical solutions but also regular training of
personnel, clear incident response protocols, and an effec-
tive risk management system. It was particularly important
to implement the principles of “security by design” in the
development and modernisation of critical infrastructure
management systems, which is consistent with the recom-
mendations of T. Lovecek et al. (2021) on the use of mod-
elling and simulation to improve the protection of critical
infrastructure.

An important nuance identified during the analysis is
the need for international cooperation in the field of critical
infrastructure protection. This is especially true in the con-
text of cross-border threats that arise in the context of hybrid
warfare (Lyndyuk et al., 2023). The results complement the
conclusions of L. Newlove-Eriksson et al. (2018) on the rela-
tionship between the commercialisation of important infor-
mation infrastructure and national security, emphasising the
need for a balance between economic efficiency and securi-
ty. The analysis showed that countries that actively partic-
ipate in international initiatives to protect the digital space
show a higher level of readiness to counter complex cyber
threats. Especially valuable was the exchange of information
about new types of attacks and methods of detecting them,
which allows for a quick adaptation of security systems to
evolving threats. This confirms the importance of Ukraine’s
participation in such international initiatives, as noted in the
study by A.B. Daricili and S. Celik (2022).

Comparing of results with the study by W. Liu and
Z. Song (2020) on the sustainability of urban critical infra-
structure networks showed that in the context of military
conflict, the role of backup systems and the ability to quickly
recover from attacks increases substantially. This highlights
the need to develop special security strategies adapted to the
conditions of active confrontation (Palko et al., 2023). The
study determined that critical infrastructure facilities that
have developed and regularly updated business continuity
and disaster recovery plans show substantially higher resist-
ance to cyber-attacks. Especially effective was the creation



of distributed and duplicated control systems, which allows
quickly restoring the functioning of critical objects even in
the event of a successful attack on one of the components.
These findings are comparable to the recommendations pro-
vided by H. Riggs et al. (2023) on strategies to mitigate the
impact of cyber-attacks on critical infrastructure.

The analysis of the security system of information net-
works of critical infrastructure of Ukraine revealed both
strengths (for example, the appropriate qualification of spe-
cialists in the protection of digital space) and weaknesses (in
particular, outdated equipment at some critical infrastruc-
ture facilities). These results correlate with the conclusions of
M. Kovaliv et al. (2021) on the need to improve legal support
for the protection of the digital space of critical infrastructure
in Ukraine. The analysis also showed that the strong point of the
Ukrainian cyber defence system is the ability to quickly adapt
to new threats and the high motivation of personnel. Howev-
er, insufficient funding, especially in the regions, and the lack
of a unified national strategy for cyber protection of critical
infrastructure remain weak points. These factors pose sub-
stantial risks in the face of constantly evolving cyber threats.

Cyber-attacks on critical infrastructure information net-
works are a leading challenge to the country’s state stability
in the conflict with the aggressor (Yefimenko et al., 2023a).
This confirms the conclusions of I. Sopilko et al (2022)
on the substantial role of information wars in threats to
Ukraine’s information security. Experts also noted the grow-
ing role of artificial intelligence and machine learning both
in the development of new attack methods and the creation
of security systems. Special attention was paid to the need to
develop a system for early detection of cyber threats and im-
prove interagency coordination in responding to incidents.
In addition, experts stressed the importance of increasing the
electronic (digital) education of citizens as a key factor in
countering cyber threats.

The main result is the need for continuous adaptation
of security systems to new types of threats. This reflects the
study by A. Djenna et al. (2021) which highlighted new chal-
lenges in protecting the digital space related to the devel-
opment of the Internet of Things in the context of critical
infrastructure. The study expands on these findings, indicat-
ing that in the context of active military conflict, the rate of
emergence of new types of threats increases substantially,
which requires the introduction of flexible and adaptive se-
curity systems. The importance of this statement lies in the
fact that it highlights the need to move from static security
models to dynamic ones that can quickly adapt to transfor-
mations in the threat landscape. This has important impli-
cations for the development of cybersecurity policies and
strategies at the national level and planning investments in
the development of critical infrastructure security systems.

The analysis showed the need to improve the legislative
framework of Ukraine regarding threat prevention in criti-
cal infrastructure, especially in terms of defining responsi-
bility and coordinating the actions of various departments.
This complements the conclusions of M. Sokiran (2021) on
the basic principles of public administration of critical in-
frastructure in Ukraine. However, the present study goes
further, showing that in hybrid warfare, the existing regu-
latory framework is often not flexible enough to effective-
ly respond to rapidly changing threats. This underscores
the importance of developing new legislative mechanisms
that would allow legal norms to be quickly adapted to new
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challenges without losing their effectiveness and legitima-
cy. This approach is consistent with the recommendations
of C.M. Newbill (2019) on the need for a global approach to
identifying and preventing threats to critical infrastructure.

Analysis of the report of the European Union Agency for
Cybersecurity on the threat landscape for critical infrastruc-
ture of Ukraine determined common features and differenc-
es in approaches to cybersecurity between Ukraine and the
EU countries (Cloud consciousness: Industry..., 2015). Thus,
the growing role of state-sponsored cyber-attacks and the
need to develop cross-border cooperation in the exchange of
information on cyber threats are noted. These findings high-
light the importance of Ukraine’s further integration into the
European cybersecurity system.

S.A. Mitoulis et al. (2023), reviewing the development of
a framework for the sustainability of critical infrastructure
in conflict situations showed that Ukraine faces unique chal-
lenges that require innovative approaches to ensuring cyber
resilience. In particular, the authors established that tradition-
al risk assessment methods are often ineffective in high-in-
tensity conflict environments, where threats can change
rapidly and combine in unpredictable ways. This highlights
the importance of developing new risk assessment and se-
curity planning methodologies that consider the specifics of
hybrid threats and rapidly changing security environments.

A key element of the study was the identification of
the vital role of the human factor in ensuring the preven-
tion of threats to the digital space of critical infrastructure.
Although this is partially consistent with the statement of
M.J. Khan (2023) on the importance of staff training, the
study delves deeper, showing that in active conflict situations,
the effectiveness of threat prevention often depends on the
ability of staff to make quick and unconventional decisions
under high stress. This points to the need to develop new ap-
proaches to training cybersecurity professionals that include
not only technical skills, but also the development of critical
thinking, stress tolerance, and the ability to adapt quickly.

Prospects for further research include the need for a
more thorough study of the correlation between the physical
safety and cybersecurity of critical infrastructure facilities in
conflict situations. This aligns with the findings of E. Izycki
and E.W. Vianna (2021) on critical infrastructure as a battle-
field for cyber warfare, but the study highlights the need to
develop integrated threat prevention approaches that con-
sider both cybernetic and physical aspects of security. An
important area of future research is also the development of
methods for predicting and early detection of new types of
cyber threats, which is exceptionally important in the con-
text of the use of advanced technologies by the enemy, such
as machine computing (artificial intelligence).

Scenario modelling of potential cyber-attacks has shown
that the energy and financial sectors of critical infrastructure
remain the most vulnerable. This is consistent with the pa-
per of A. Abedi et al. (2019), which noted the high vulnera-
bility of energy systems to cyber-attacks. However, contrary
to their findings, the study showed that in the context of ac-
tive military conflict, the vulnerability of transport and tel-
ecommunications infrastructure also increases substantially.
Modelling various attack scenarios allowed identifying po-
tential vulnerability points and assessing possible cascading
effects in the event of a successful attack on one of the key
objects. The results of this simulation highlight the need to
develop comprehensive response plans for various types of
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cyber-attacks, including scenarios of simultaneous attacks
on various sectors of critical infrastructure. The results draw
attention to the crucial importance of continuous improve-
ment of threat prevention systems for information networks
of critical infrastructure of Ukraine in the context of the on-
going conflict with Russia. They also indicate the expediency
of continuing scientific research in this area, in particular,
the development of innovative methods for detecting and
countering new types of cyber-attacks.

Conclusions

The conducted study allowed obtaining a number of practi-
cal results. The analysis identified substantial discrepancies
between the existing state of security in the state and inter-
national standards, especially in terms of technical support
and investment. It was established that after the start of a
full-scale Russian invasion on February 24, 2022, the num-
ber and complexity of cyber-attacks on strategically impor-
tant objects in Ukraine has substantially increased, which
emphasises the need to strengthen digital defence methods.
The study confirmed the effectiveness of integrated protec-
tion approaches that combine technical, organisational, and
legal measures. Organisations that have implemented a mul-
ti-level security system demonstrate higher resistance to cy-
ber-attacks. Most experts consider cyber-attacks on critical
infrastructure information networks to be one of the biggest
threats to Ukraine’s national security in a conflict situation.

A significant challenge confronting Ukraine is the
alignment of its cybersecurity legislation with international
norms, such as the EU’s NIS 2 Directive and NATO protocols.
There are evident deficiencies in the categorisation of criti-
cal infrastructure, compliance standards, and liability meas-
ures. Legal fragmentation and inadequate interagency coor-
dination impede cybersecurity efforts, and the absence of a
unified national cyber defence strategy exacerbates vulner-
abilities. A comparative analysis reveals that leading cyber-
security frameworks in the USA, UK, and Germany enforce
stricter compliance and oversight. In order to address these
challenges, Ukraine must adopt advanced risk assessment
strategies and establish a dedicated national cybersecurity
agency with expanded authority to enforce standards and
coordinate resilience efforts.

Furthermore, stronger legal frameworks for public-pri-
vate partnerships are required. Unlike the USA’s Critical
Infrastructure Partnership Advisory Council, Ukraine lacks
structured collaboration between state authorities and pri-
vate operators. Incentives for private sector participation in
cybersecurity investments and information-sharing should
be expanded. International cooperation is vital for counter-
ing cyber threats. While Ukraine is a participant in the Con-
vention on Cybercrime and NATO initiatives, additional le-
gal provisions are required for cross-border data exchange,
incident reporting, and coordinated cyber defence. The
study recommends accelerating international cybersecurity
standard adoption, strengthening legislative mechanisms,
and enhancing accountability for cyber incidents. These
measures will improve Ukraine’s cyber resilience through
regulatory consistency, institutional capacity-building, and
more effective responses to emerging threats. Legal adapta-
tion to global best practices is essential to mitigate evolving
cybersecurity risks. During the analysis of the regulatory
framework of Ukraine, certain gaps were identified in reg-
ulating the protection of critical infrastructure in a hybrid
war. The existing regulatory framework is often not flexible
enough to effectively respond to rapidly changing threats.
This underlines the need to develop new legislative mech-
anisms that would provide for a quick adaptation of legal
norms to meet new challenges without losing their effec-
tiveness and legitimacy.

The study had certain limitations related to the partial
availability of data on the real state of security of important
infrastructure for national security reasons, as well as the
rapidly changing situation in conditions of active conflict.
For further research, it is recommended to focus on devel-
oping methods for predicting and early detecting new types
of cyber threats and examining the relationship between the
physical safety and cybersecurity of critical infrastructure
facilities in conflict situations.
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AHoTanisa. {ocimkeHHs 6yJ10 CIpAMOBaHe HAa BU3HAYEHHS IUIAXiB YAOCKOHAJIEHHS MPABOBOT'O PETYJIIOBAHHSA 3aXUCTY
iHpopMaLiliHUX MepeX KPUTHUYHOI iHppacTpykTypu YKpaiHH, BPaxOBYIOUU CydYacHi BUKJIUKU y cdepi kibepbesneku
Ta MiXHapoAHi cTaHfapTu. Y pobOOTi BUKOPHCTAHO MOPiBHAJIBHUN aHai3 3akoHojaBcTBa Ykpainu, €C, CIIA Ta
Besnukoi BpuraHii, o perysoe kibepbe3neky KpUTUYHOI iHQPaCTPYKTypH, a TaKOX NMPOBeJeHO OLiHKy epeKTHBHOCTI
YMHHUX HOPMaTHUBHO-NIPABOBUX aKTiB y KOHTEKCTi Cy4acHHUX 3arpos, 30KpemMa 30pOHHOro KOHQJIKTy. AHali3 BUABUB
dparMeHTapHICTh YUHHOTO 3aKOHOABCTBA, BiICYTHICTh e(peKTUBHOIO MeXaHi3My KOOpAMHAIlil AepXXaBHUX OpraHiB, a
TaKOX HEJOCTATHICTh MPABOBUX iHCTPYMEHTIB JJIsl PEryJIIOBAaHHS BiNOBigaJIbHOCTI 3a Kibep3/10YnHYU, CIPAMOBAHI Ha
KpUTUYHY iHPpacTpyKTypy. BcTaHoBieHo, mo HopMaTuBHA 6a3a YKpaiHM Jivile 4acTKOBO BiANOBi/la€ MiXHapOIHUM
cTaHJapTaM, 1[0 ycKJIaaHIoe ii rapMmoHiszaniio 3 BuMmoramu €C. HemocrTaTHA iHTerpanis AepXaBHOI'O Ta IMPUBATHOIO
ceKTOpiB y cdepi kibepbesneku TaKoX € CYTTEBUM UYWHHUKOM, IO CTPUMYeE e(eKTHBHICTh 3aXUCTy CTpaTeridyHux
nudpoBux o06’ekTiB. [[J1A MiABUIeHHA e()eKTHBHOCTI IMPaBOBOTO DEryjloBaHHA HEOOXiJHO 3AiMICHUTU KOMILJIEKCHY
rapMoHi3alilo 3akOHOAaBCTBa YKpaiHU 3 HopMaMmu €C, 30xpema 3 [upektusoio NIS 2, mo BuU3HaYae €quHi BUMOTU
10 3aXUCTy KPUTHUYHOI iHPpacTpykTypu. JOoUibHUM € 3ampoBaKeHHsA 000B’s3K0BOI ceprudikarii kibepbe3mekoBux
3axofiB, a TaKOX pO3IIMPEeHHs KPUMiHaJIbHOI BigmoBimasbHOCTi 3a kibepaTaku Ha KpUTUYHY iHPPaCTPYKTypy,
BKJIIOYAIOYM CaHKLil I IpUAUYHUX oci6. BaxyMBUM HanpsMoOM € 3aKOHOJjaBYe 3aKpillJIeHHsA CTBOPEHHA €OUHOL
HaI[iOHaJIbHOI CUCTeMHU MOHITOPHUHIY KiGep3arpo3s i BAOCKOHaJIeHHA MeXaHi3MiB AepKaBHO-IPHUBATHOrO MapTHepPCTBa.
3amponoHoBaHi 3MiHM CHPUATUMYTh MiJABUINEHHIO PiBHA KiOepCTiKOCTi KpUTUYHOI iHGpacTpyKTypu YKpaiHu, Ii
BiAMOBiAHOCTI MiXkHapOAHUM CTaHAApTaM Ta iHTerpailil y rjobajapHy cucteMy KibepOe3neku

KutiouoBi ciioBa: kibepcTilikicTb; 1 poBuUil MPOCTip; cTpaTeriuHi 06’ekTH; KiGep3arpo3u; HallioHaIbHa 6e3mneka
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