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Abstract. The study was dedicated to analysing the current legal framework regulating profiling and targeted advertising
in Kazakhstan, considering the European experience. The study involved a review of regulations of Kazakhstan governing
the use of personal data and a comparative analysis with the provisions of General Data Protection Regulation. The
analysis demonstrated that while Kazakhstan has established basic standards for the protection of personal data, the level
of transparency and control over the data processing process remains noticeably lower compared to European norms. The
main issues included the lack of explicit user consent for the use of their data for targeted advertising, limited opportunities
for managing personal information, and insufficient financial resources for employing advanced technologies and certain
legal restrictions caused by stringent state policies. An examination of Kazakhstani online platforms, including examples
such as Kaspi, Tengrinews, and Krisha, demonstrated that data processing procedures on these platforms do not comply
with the standards of the General Data Protection Regulation. This creates legal risks for businesses, particularly in relation
to potential entry into the European market. The findings of the study highlighted the necessity of improving national
legislation in the field of personal data protection. It was recommended to introduce mechanisms ensuring explicit user
consent for data processing, enhance the transparency of privacy policies, and expand user rights, including the ability to
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delete stored data and transfer it. Aligning the legislation of Kazakhstan with European standards will not only strengthen
the protection of citizens’ rights but also increase the competitiveness of Kazakhstani companies in the international arena

Keywords: personal data processing; international standards; privacy policy; digital market; user rights protection

Introduction

In the era of the digital economy, data has become a new
valuable asset, and its commercial use is gaining increasing
importance. Profiling and targeted advertising, as key tools
of digital marketing, enable companies to tailor advertising
messages based on the analysis of user behaviour and pref-
erences. These methods play a crucial role in shaping market
strategies and enhancing business efficiency but also raise
serious concerns about personal data protection and con-
sumer rights compliance.

In the context of globalisation and the rapid develop-
ment of information technologies, many countries face the
need to establish laws to regulate data processing in profil-
ing and targeted advertising (Maulenov et al., 2024). The
General Data Protection Regulation (GDPR) (2016), intro-
duced by the European Union, has set high standards for
personal data protection, which have become a model for
many countries. As global digital integration progresses,
the possibility for Kazakhstani internet platforms to enter
the European market is growing in importance (Nurbaty-
rova et al., 2024). The expansion of Kazakhstani platforms
into European markets is essential for fostering international
business relationships and tapping into a larger consumer
base. As Kazakhstan works to bring its standards into line
with those of Europe, it is clear that significant reform is
required to the nation’s data protection laws, especially with
regard to profiling and targeted advertising (Zhetpissov et
al., 2024). Companies in Kazakhstan may be exposed to legal
risks due to the discrepancy between the EU’s demanding
standards and Kazakhstan’s present rules. Failure to comply
with these standards may result in penalties and restrictions
(Yerbolatov et al., 2022). In addition to being a question of
legal compliance, harmonising Kazakhstan’s data protection
regulations with the GDPR is strategically necessary to in-
crease Kazakhstani businesses’ competitiveness globally.
The country’s digital economy will eventually gain from this
alignment since it will give Kazakhstani companies access
to the European market, boost customer confidence, and en-
hance data processing transparency generally.

The dissemination and implementation of FEurope-
an standards for regulating data protection issues in legal
contexts has received considerable attention in academic
circles. For instance, G. Gentile and O. Lynskey (2022) ex-
plored this issue in detail, analysing challenges associated
with the transnational application of the GDPR and criticis-
ing the current system of GDPR enforcement at the inter-
national level, which complicates its effective implementa-
tion across different countries. International legal aspects of
these issues were also examined by R.D. Veit (2022), who
conducted a comparative analysis of approaches in various
European countries such as Germany. Similarly, B.C. Prokk
and I. Schneider (2021) concluded that the GDPR plays an
important geopolitical role, influencing international data
regulation norms and reinforcing the EU’s leading position
in the field of personal information protection.

There are also studies specifically focused on the ap-
plication of these standards in Central Asia. For example,
K. Chan et al. (2022) examined the legal regimes governing

data regulation in Kazakhstan and Uzbekistan, in compari-
son with China, other countries, and major technology com-
panies (Big Tech). They highlighted how, in the context of
increasing digital control and authoritarian regimes, the leg-
islation of Central Asian countries affects user freedoms and
rights to privacy. The study also addresses the challenges
of complying with global regulations such as the GDPR in
the region, using examples of the operations of major tech-
nology companies (such as Google, Facebook, and others)
within these countries. A. Younas et al. (2020) analysed the
existing regulatory frameworks in Central Asian countries
such as Kazakhstan, Uzbekistan, Kyrgyzstan, and Tajikistan,
evaluating how these nations adapt to global trends in the
processing of big data and cloud technologies. The authors
examined how the countries in the region implement laws
regulating the storage and processing of data in the cloud
and assess the extent to which these laws align with in-
ternational standards such as the GDPR. M. Togmadi and
N. Zakharchenko (2021) explored how users in Central Asia
engage with issues of online privacy and consent to terms
of data usage, often without any clear understanding of the
essence of privacy policies or their rights. M. Lukings and
A H. Lashkari (2022), in their study on data sovereignty and
cybersecurity, provided examples of international practices
and noted that since the summer of 2020, Kazakhstan has
begun adapting its laws to meet GDPR requirements. In their
view, this demonstrates the country’s ambition to modern-
ise data protection legislation, enhance data security levels,
build citizens’ trust in digital services, and align the legal
system with international standards.

The academic community has also produced research
specifically focused on analysing the legal framework of Ka-
zakhstan. Among the researchers who addressed this issue
are Y.Y. Yerbolatov et al. (2022), who conducted a compar-
ative analysis of personal data protection regulations in Ka-
zakhstan and the European Union, with a particular focus on
the GDPR. Similarly, Zh.T. Iskakova and T.S. Kadyrzhano-
va (2022) addressed the challenges and issues associated
with the legislation of Kazakhstan on personal data protec-
tion, examining its compliance with international standards,
including the GDPR. All the aforementioned authors agree
that the personal data protection legislation of Kazakhstan
falls short of many international standards, resulting in gaps
in safeguarding citizens’ rights. They also highlighted a num-
ber of key issues, the most noteworthy of which include the
absence of clear regulations governing the transfer of data
abroad (creating problems in the context of global digital-
isation), limited awareness of privacy threats, a lack of un-
derstanding among users regarding the risks associated with
the use of their personal data (including for targeting and
profiling), low levels of digital literacy among internet users,
inadequacies in the legislation of Kazakhstan, and challeng-
es in implementing GDPR-equivalent standards. These issues
are further exacerbated by limited transparency in data pro-
cessing and insufficient enforcement mechanisms.

The purpose of this study was to identifying short-
comings in the legal regulation of profiling and targeted



advertising in Kazakhstan from the perspective of the Eu-
ropean experience. The objectives of the study focused on
identifying existing legal gaps and issues in national regula-
tion and developing recommendations for improving legisla-
tion in accordance with international standards.

Materials and methods

The first stage of the study involved an analysis of the leg-
islation of Kazakhstan regulating profiling and targeted
advertising. Key regulations are examined, including the
Law of the Republic of Kazakhstan No. 94-5 “On Personal
Data and their Protection” (2013), as well as other legis-
lative documents such as the Law of the Republic of Ka-
zakhstan No. 508-2 “On Advertising” (2003) and the Law
of the Republic of Kazakhstan No. 18-8 “On Online Plat-
forms and Online Advertising” (2023). This analysis aimed
to identify the key provisions ensuring the protection of
users’ rights and limiting the misuse of their data in the
context of profiling and targeted advertising. Subsequently,
the legislation of Kazakhstan is compared with the provi-
sions of the European General Data Protection Regulation
(GDPR) (2016), which serves as an international standard
in personal data protection.

The methodology included an analysis of the key pro-
visions of the legislation of Kazakhstan and the European
Union. The following elements of legal regulation are se-
lected for comparison: the definition and regulation of pro-
filing and targeted advertising, the legal framework, data
subjects’ rights (including the right to access and delete
information), consent for data processing and the require-
ments for such consent, accountability and sanctions, data
breach notifications, cross-border data transfers, and the
presence of a supervisory authority. An important compo-
nent of the methodology was the analysis of judicial prac-
tice in Kazakhstan and the European Union. This section of
the study examines Kazakhstani and European cases related
to profiling and targeted advertising: a woman questioned
the legality of fingerprint access control at work (Open Dia-
log, 2022b), a person asked if written consent is needed for
workplace video surveillance (Open Dialog, 2022a), a com-
pany was questioned about recording customer service inter-
actions and need for consent (Open Dialog, 2021a), a person
raised concerns about personal data in vaccination QR codes
(Open Dialog, 2021b), Meta (Facebook) v. German Anti-
trust Authorities (EU’s Top Court..., 2023), CNIL v. Goog-
le (The CNIL’s Restricted..., 2019), ICO v. British Airways
(Prinsley et al., 2020), the Case Against IAB Europe (The BE
DPA..., 2022), the Oracle and Salesforce lawsuits (Privacy
Collective, 2020), and the Luxembourg Data Protection Au-
thority v. Amazon (Luxembourg DPA Fines..., 2021).

To analyse the practical implementation of the legal reg-
ulation of profiling and targeted advertising in Kazakhstan,
monitoring was conducted between January and March
2024 on three popular online platforms: News Portal Kaspi —
the largest platform in Kazakhstan in the fields of e-com-
merce and online banking, which actively utilises users’
personal data to generate personalised offers and advertise-
ments; Tengrinews — a popular news portal widely used for
obtaining information and advertisements, including those
with elements of targeting, making it relevant for exploring
profiling in the news sector; and Platform for Selling and
Buying Real Estate Krisha (2024), which actively employs
user profiling to provide advertising offers based on their
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search queries. The monitoring was based on criteria such
as the transparency of privacy policies, the clarity of user
consent for data processing, the extent of user control over
personal data, and the implementation of targeted advertis-
ing practices. The observation focused on the use of cookies,
the methods of obtaining consent for data processing, and
how the platforms manage user data for advertising purpos-
es. The choice of these platforms was justified by their pop-
ularity and wide application in Kazakhstan. Each platform
represents a unique example of the use of personal data in
different sectors — e-commerce, news resources, and real es-
tate — which provides an opportunity to comprehensively
review the practice of profiling and targeted advertising.

Results

Legal aspects of regulating profiling and targeted ad-
vertising. Targeted advertising and profiling have become
integral elements of modern marketing strategies. Targeted
advertising is the process through which advertising mate-
rials are directed at carefully selected audience segments.
Such segments are formed based on user data, including
demographic information, search history, behavioural pat-
terns, interests, and other digital traces they leave online.
Profiling, in this context, is a key tool used for analysing
and interpreting these data. It enables the creation of de-
tailed digital profiles of users, allowing advertisers to more
accurately predict their preferences and needs. This not only
enhances the relevance of advertising messages but also in-
creases the effectiveness of marketing campaigns.

However, the widespread adoption of profiling and tar-
geted advertising raises several ethical and legal concerns.
Chief among these is the issue of data privacy. Users may be
unaware of the extent and type of data being collected about
them, as well as how this data will be used in the future
(Mentukh & Shevchuk, 2023). This leads to concerns about
potential violations of privacy rights and the misuse of per-
sonal information. Legislative acts, such as Regulation of the
of the European Parliament and of the Council No. 2016/679
“On the Protection of Natural Persons with Regard to the
Processing of Personal Data and on the Free Movement of
Such Data, and Repealing Directive No. 95/46/EC (General
Data Protection Regulation)” (2016), set forth clear require-
ments for the processing, storage, and collection of personal
information. Advertising companies are obliged to comply
with these rules to safeguard user rights and ensure trans-
parency in their actions.

Regulation of the European Parliament and of the Coun-
cil No. 2016/679 (2016) established rules for the protection
of personal data and strengthened control over its processing
and transfer, both within the EU and beyond, where such data
concerns Union citizens. The main provisions of the GDPR
regulate principles of data interaction, define the rights of
data subjects, outline measures of responsibility and penal-
ties, and establish rules for cross-border data transfers. The
GDPR mandates the following principles: legality, transpar-
ency, and fairness in data processing (Article 5(1)(a)). Data
must be collected with a clearly defined purpose, and further
processing that does not align with the initially stated objec-
tives is prohibited (the principle of purpose limitation) (Ar-
ticle 5(1)(b)). Data processing must be minimised, meaning
only the information genuinely required to achieve a spe-
cific, defined task may be requested (the principle of data
minimisation) (Article 5(1)(c)). Data must be stored only for
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as long as is necessary to achieve the purposes of its pro-
cessing (the principle of storage limitation) (Article 5(1)(e)).
Furthermore, the GDPR sets requirements for protecting
data against unlawful processing and unauthorised access,
as well as accidental loss, damage, or destruction (the prin-
ciple of integrity and confidentiality) (Article 5(1)(f)). An
important aspect is the requirement for accuracy: data must
be updated as necessary and must reflect reality (the princi-
ple of accuracy) (Article 5(1)(d)). The rights of data subjects
include access to their information, enabling them to under-
stand what data is being collected and how it is being used;
the ability to correct inaccuracies in the information; the pos-
sibility to delete data (the so-called “right to be forgotten”)
if it is no longer required (Article 17); the ability to restrict
processing (Article 18); and the right to obtain data in a con-
venient format for transfer to another controller (Article 20).
Users may also object to the transfer of their data in certain
cases, such as for direct marketing purposes (Article 21).
The GDPR provides for strict measures of responsibility
for violations of its provisions, with fines of up to 4% of the
company’s annual turnover or EUR 20 million, whichever is
higher (Article 83). The regulation also requires companies
to appoint Data Protection Officers (DPOs) when handling
personal information is a core activity and involves monitor-
ing a wide range of data subjects (Article 37). Moreover, the
GDPR establishes strict rules for the transfer of information
outside the EU. Transfers are permitted only to countries
with an adequate level of data protection or based on legal
grounds such as standard contractual clauses (Article 46).
The GDPR has significantly strengthened citizens’ rights to
control their personal data and imposed strict obligations on
companies to ensure this protection.
As of mid-2024, the GDPR is implemented across all 27
EU Member States, including countries such as Germany,
France, Italy, Spain, and others, as well as in EEA countries
such as Norway, Iceland, and Liechtenstein. Following the
United Kingdom’s exit from the EU (Brexit), the UK adopted
its own version of the GDPR — UK GDPR - which is nearly
identical to the European regulation but applies exclusively
within the United Kingdom (Luisi, 2022). The GDPR also ap-
plies to companies and organisations located outside the EU
or EEA that offer goods and services to EU citizens or monitor
their online activities (Jones & Kaminski, 2020). This means
that any company handling the data of EU citizens must
comply with the GDPR, regardless of its geographic location.
A different situation is observed in countries outside the
EU’s legal jurisdiction that aspire to adopt its advanced and
progressive practices. For instance, Kazakhstan has not fully
implemented the GDPR but has been gradually adapting its
standards since 2019. From August 2019, Kazakhstan be-
gan preparing a draft law introducing amendments to the
country’s data protection regime based on the GDPR and the
establishment of a specialised agency dedicated to personal
data protection (Khamidullina, 2019). The draft, titled Law
of the Republic of Kazakhstan No. 347-6 ZRC “On Amend-
ments and Additions to Certain Legislative Acts of the Re-
public of Kazakhstan Regarding Regulation of Digital Tech-
nologies” (2020), as of August 2019, proposed amendments
and additions to a significant number of laws and codes of
Kazakhstan, including the Law on Data Protection. The draft
referenced the GDPR as an internationally studied practice
and included provisions for creating an authorised state
body to handle personal data issues.

The following changes to personal data regulations were
adopted. Kazakhstani companies were required to notify the
Law of the Republic of Kazakhstan No. 44-VIII “On Amend-
ing Certain Legislative Acts of the Republic of Kazakhstan
on Information Security, Informatisation and Digital As-
sets” (2023) (a requirement similar to that in the GDPR).
This meant that Kazakhstani companies are required to no-
tify relevant authorities about certain activities related to
information security, data processing, and digital assets.
This requirement is similar to the GDPR, which mandates
companies to inform data protection authorities and affected
individuals in the event of data breaches or violations. Next,
the “localisation rule” was clarified by specifying that per-
sonal data of Kazakhstani citizens must be stored and pro-
cessed within the territory of Kazakhstan. And finally, the
duties of the State Technical Service of the National Security
Committee were expanded to include inspections of personal
data security (companies were obliged to grant the Service
access for such inspections). Furthermore, from July 2020,
companies were mandated to establish a role analogous to
the Data Protection Officer (DPO), introduced in the EU in
2018, requiring the appointment of an individual respon-
sible for managing personal data (Kazakhstan Strengthens
Personal..., 2021). These innovations were approved under
the Law of the Republic of Kazakhstan No. 399-4 “On Intro-
ducing Amendments and Additions to Some Legislative Acts
of the Republic of Kazakhstan on the Issues of Restoration of
Economic Growth” (2021). Despite the relatively small fines
in both cases (100 monthly calculation indices, equivalent
to approximately USD 630), these decisions demonstrated
that the Ministry was prepared to take tangible measures to
protect personal information.

As of mid-2024, the regulation of targeted advertising
in Kazakhstan is implemented through several key laws
and regulations. The Law of the Republic of Kazakhstan
No. 508-2 (2003) regulates all types of advertising, includ-
ing online advertising, within Kazakhstan. It sets general
rules for advertising, requirements for its accuracy, and
prohibits certain types of advertising (e.g., unfair or mis-
leading advertising). The law also defines liability for vi-
olating advertising legislation. The Law of the Republic
of Kazakhstan No. 94-5 (2013) governs the processing of
personal information, including data used for targeted ad-
vertising. It stipulates that personal data can only be pro-
cessed with the owner’s consent and establishes rules for its
protection and handling. Within the framework of this law,
requirements are set for database operators who collect
and process personal data, including requirements for their
protection and the maintenance of confidentiality. The Law
of the Republic of Kazakhstan No. 18-8 (2023) regulates
the activities of online platforms where online advertising,
including targeted advertising, is placed. The law defines
the obligations of platform owners to protect user data, re-
quires transparency in the functioning of platforms, and
limits the dissemination of illegal content. A key aspect of
this regulation is the governance of recommendation sys-
tems and the use of profiling for targeted advertising. These
laws form the legal foundation for the regulation of tar-
geted advertising in Kazakhstan, ensuring the protection
of user rights and establishing liability for advertisers and
online platform operators. However, there are still many
areas where the legislation of Kazakhstan lags behind Eu-
ropean standards.



Comparison of key provisions of Kazakhstan and the
EU legislation regulating profiling and targeted adver-
tising. The legislation of Kazakhstan concerning profiling
primarily relies on the provisions of the Law of the Republic
of Kazakhstan No. 94-5 (2013) and the Law of the Republic
of Kazakhstan No. 18-8 (2023). In Kazakhstan, profiling in-
volves the use of algorithms that evaluate the interests and
preferences of users to generate individualised advertising.
Data operators must obtain users’ consent to process their
personal information, including profiling, which is used for
targeted advertising. In Europe, profiling is regulated by
Article 22 of the GDPR, which defines it as an automated
process involving personal data to analyse various aspects of
an individual’s personality, such as financial status, health,
preferences, and other parameters. Under GDPR require-
ments, data processing for profiling is only permitted if
there is “explicit consent” from the data subject (Article 6(1)
(a)). Unlike the legislation of Kazakhstan, where profiling
is predominantly used for targeted advertising, the GDPR
introduces stricter restrictions. Specifically, it prohibits auto-
mated decisions that may affect citizens’ rights and freedoms
if made without human involvement (Article 22).

The legislation of Kazakhstan also regulates targeted
advertising through the Law of the Republic of Kazakhstan
No. 18-8 (2023). Targeted advertising is defined as adver-
tising directed at specific target groups based on profiling.
The law requires online platforms to provide users with the
option to opt-out of targeted advertising and ensure full
transparency regarding the profiling methods used. In the
EU, targeted advertising is regulated by both the GDPR and
the Directive of the European Parliament and of the Council
No. 2002/58/EC (2002). As in Kazakhstan, the GDPR man-
dates consent for the processing of data used for targeting.
However, the Directive introduces additional requirements
related to the use of cookies and other tracking tools that
monitor users’ online behaviour. The Directive requires
websites to obtain active and informed consent from users
for the use of cookies if they collect personal data, which is
often the basis for profiling and targeted advertising. No-
tably, in the EU, ePrivacy is often applied in conjunction
with the GDPR (Yakymenko, 2023). This way it provides
stricter oversight of targeted advertising processes because
it imposes additional requirements on the use of cookies and
tracking technologies for targeted advertising.

According to the Law of the Republic of Kazakhstan
No. 94-5 “On Personal Data and Their Protection” (2013),
simple consent from users is required to process information
for profiling and targeted advertising. Users must be fully
informed about the purpose of collecting such information,
how it is used, and be aware that they have the right to with-
draw consent for processing this data at any time. However,
the law in Kazakhstan does not specify that consent must be
explicit, voluntary, and unambiguous, as is required under
European regulations. The GDPR requires explicit consent
but also introduces additional requirements for informing
users. In particular, consent must be given voluntarily, con-
sciously, clearly, and unambiguously. This means that the
user must take a clear, affirmative action to indicate consent,
and the consent must be separate from other agreements
or terms of service. Users must be thoroughly informed
about the purpose of collecting such information, how it is
used, and be aware of all their rights, including the right
to withdraw consent for processing such data at any time
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(Shtovba, 2024). The GDPR insists that the consent process
be separate from other agreements and that the procedure
for withdrawing consent should be simple and accessible.
This adds a layer of clarity and user control that goes beyond
the simpler consent requirements in Kazakhstan’s legislation.

The Article 147 of the Penal Code of the Republic of
Kazakhstan (2014) also provides for administrative fines for
violations related to profiling and targeted advertising, but
the amounts of these penalties and the procedures for their
application are less strict compared to European standards
(GDPR, Article 83). Companies can be fined for improper
use of personal data or for insufficient measures to protect it.
The GDPR clearly specifies fines for non-compliance, includ-
ing violations related to profiling and targeted advertising.
The fines are determined based on the maximum amount,
which may be either 4% of annual turnover or EUR 20 mil-
lion. This makes the GDPR one of the strictest legal frame-
works for data protection.

Meanwhile, some authors such as Yerbolatov (2022),
Iskakova and Kadyrzhanova (2022) note that there is a differ-
ence in the rights of data subjects. While in Europe, data sub-
jects have broad rights, including access to their data (GDPR,
Article 15), the right to correct inaccuracies (GDPR, Arti-
cle 16) and portability (GDPR, Article 20), and the right to
erasure (GDPR, Article 17), in Kazakhstan, the rights of sub-
jects are more limited. Individuals have some ability to con-
trol their personal information, such as the right to erasure
(Article 19) (Law of the Republic..., 2013), but these rights
are not as extensive or as easily enforceable as under the GDPR
(Yerbolatov, 2022). In addition, although Kazakhstan has a
supervisory authority, its powers and independence may be
more limited compared to similar authorities in GDPR-com-
pliant countries. There are also requirements for data breach
notifications, but the timelines and conditions are different.
The GDPR requires companies to notify authorities within
72 hours of a data breach (Article 33), while in Kazakhstan
it should be done during one business day (Law of the Re-
public..., 2013) (Iskakova and Kadyrzhanova, 2022). Thus,
the legislation of Kazakhstan in the area of profiling and tar-
geted advertising is largely similar to European legislation,
particularly in terms of consent and transparency require-
ments — Law of the Republic of Kazakhstan No. 94-5 (2013)
and Article 6 of the GDPR. However, European regulation,
represented by the GDPR (2016) and the ePrivacy Directive
(Directive of the European..., 2002), is more detailed and
imposes stricter restrictions and liabilities on companies en-
gaged in profiling and targeted advertising. The norms of
Kazakhstan aim to achieve similar goals but with considera-
tion of national law enforcement practices and legal culture.

Analysis of judicial practice. There are numerous
precedents involving highly contentious issues faced by law
enforcement practices in relation to personal information
protection. For instance, a case can be cited where a wom-
an approached the Minister of Labour and Social Protection
questioning the legality of an employer introducing an ac-
cess control system based on fingerprint identification (Open
Dialog, 2022b). She argued that fingerprints are classified as
personal data. The Ministry responded by highlighting the
mandatory compliance with the provisions of the Law on
Personal Data, including the requirement to obtain employ-
ee consent (Open Dialog, 2022b). The response also needed
to clarify that fingerprints are classified as biometric person-
al information and that the collection of such data may only
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be conducted by authorised bodies (Law of the Republic of
Kazakhstan No. 94-5, 2013). However, even in cases where
the employer’s activity aligns with legal requirements, the
collection of fingerprint data for employee identification
may violate the principle that only personal data necessary
and sufficient for achieving specific purposes should be col-
lected and processed.

Questions about the legality of video surveillance and
recording in the context of labour and commercial relations
between citizens and businesses have also been raised in var-
ious appeals to ministries (Akhmetova, 2023). For example,
a person inquired whether employers are required to obtain
written consent from employees for video surveillance at the
workplace, citing potential violations under Article 147 of
the Criminal Code of Kazakhstan (violating privacy and data
protection laws) (Open Dialog, 2022a). In another case, a
commercial organization was questioned about its practice
of video and audio recording customer service interactions,
specifically whether this constitutes personal data process-
ing and if consent is required (Open Dialog, 2021a). In a
different case, a person raised concerns about the disclosure
of their personal data (including full name and ID number)
when presenting vaccination QR codes, questioning whether
this constitutes a violation of personal data protection (Open
Dialog, 2021b). In responses from state authorities, it is gen-
erally noted that the collection and processing of person-
al information must comply with legislative requirements,
including mandatory notification and obtaining consent
for video surveillance (Law of the Republic of Kazakhstan
No. 94-5, 2013). These responses suggest the permissibility
of collecting and processing data through video surveillance,
provided that facial imagery is necessary and sufficient to
fulfil the objectives of the employer or business entity. Nev-
ertheless, state authorities must emphasise more clearly that
the data collected should be limited to information critically
essential for processing purposes. As mentioned earlier, en-
suring high-quality awareness for both citizens and business-
es promotes the development of legal culture and contrib-
utes to the effective implementation of laws in the country.
Numerous such precedents exist, particularly at local levels.
Alignment with the GDPR and EU practices would help avoid
such cases by establishing clear, standardized procedures for
obtaining explicit consent, ensuring transparency in data
collection, and enhancing accountability in personal data
processing. To avoid misunderstandings over privacy rights,
the GDPR requires comprehensive consent standards, such
as unambiguous notifications and the ability to revoke con-
sent. In order to guarantee that companies handle personal
data with the highest care and responsibility, it also enforces
stringent safeguards for biometric data, video surveillance,
and the use of personal identifiers like QR codes (Zaki et
al., 2021). This alignment would strengthen the foundation
for safeguarding people’s privacy, lower legal risks, and in-
crease consumer trust.

By comparison, in the case of Meta (Facebook) versus
German Antitrust Authorities (EU’s Top Court..., 2023),
where the German antitrust authority accused Meta of abus-
ing its dominant position by linking data usage with access
to platforms (Facebook, Instagram, and WhatsApp), the
Court of Justice of the European Union (CJEU) ruled that
Meta violated the GDPR by using user data for targeted ad-
vertising without explicit consent. This limited the compa-
ny’s ability to utilise data for advertising in Germany and

led to significant financial losses. The decision paved the
way for similar cases across the EU (EU’s Top Court...). In
2019, the French CNIL Commission fined Google 50 million
euros for violating GDPR. The main issue was the lack of
transparency and the absence of informed consent from us-
ers regarding the collection of data for advertising. Google
did not provide sufficient information on how it used data
for targeting and did not obtain explicit permission for this
(The CNIL’s Restricted). In 2020, the UK’s Information Com-
missioner’s Office (ICO) imposed a fine of 20 million pounds
on British Airways for a data breach affecting 400,000 users
(Prinsley et al., 2020).

Special mention should also be made of judicial deci-
sions that can be considered exemplary in terms of fairness
and a civilised approach, which should be adopted by the
judiciary of Kazakhstan. In the “Case against IAB Europe”
(The BE DPA..., 2022), the Belgian data protection authority
ruled against IAB Europe, stating that their system for obtain-
ing consent for targeted advertising (TCF) violated GDPR.
The court required the company to revise its procedures and
imposed a fine of EUR 250,000. However, the important
point was that the court gave the company the opportuni-
ty to correct the deficiencies in its system, maintaining a
balance between data protection and advertising interests
(The BE DPA..., 2022). In the Netherlands, Oracle and Sales-
force companies (Privacy Collective, 2020) were subject to
legal proceedings for using user data for targeted advertising
without proper consent. Unlike other cases, the court recom-
mended that the company reconsider its methods and give
users more control over their data. This decision demon-
strated a civilised approach, where companies were given
the opportunity to adapt to new standards without impos-
ing significant fines. Also noteworthy is the precedent with
Amazon (2021). The Luxembourg data protection authority
fined Amazon a record 746 EUR million for violating GDPR
(Luxembourg DPA Fines..., 2021). Nevertheless, when mak-
ing the decision, the court emphasised that Amazon could
improve its data collection processes and provide greater
transparency to users regarding the use of their data for tar-
geting. This decision became an example of courts striving
to achieve a fair balance between business interests and user
rights protection (Top Websites Ranking, 2024). These cases
highlight a broader trend in judicial practice, where courts
seek to balance regulatory enforcement with the opportu-
nity for companies to rectify compliance issues, promoting
both legal accountability and a fair business environment.

Specifics of targeted advertising and profiling on
online platforms in Kazakhstan. To analyse the use of tar-
geted advertising and profiling on online platforms in Ka-
zakhstan, with a focus on legal aspects, popular Kazakhstani
online platforms (e-commerce sites, social networks, news
portals, etc.) were selected. These platforms actively use tar-
geted advertising (notable ad campaigns, banners, pop-up
messages) containing information about personal data pro-
cessing policies and user consent. According to the Top Web-
sites Ranking (2024), as of mid-2024, platforms such as the
E-Commerce and Online Banking Platform Kaspi (2024), the
popular news portal Tengrinews (2024), and the Platform
for Selling and Buying Real Estate Krisha (2024) are highly
popular among internet users in Kazakhstan.

On the Kaspi website, there is a privacy policy that
contains information on how the company collects, pro-
cesses, and protects users’ personal data (Code of Ethics and



Business..., 2025). This policy outlines the key provisions
regarding the storage and processing of data and its use for
commercial purposes. The Kaspi privacy policy mentions
the use of user information for personalised advertising and
marketing. It also emphasises that the company is obliged
to comply with the requirements of the legislation of Ka-
zakhstan, particularly the Law of the Republic of Kazakhstan
No. 94-5 (2013). Despite this, the policy may not detail how
the explicit consent of the user for targeted advertising is col-
lected, which could become a problematic point in terms of
meeting strict requirements similar to the GDPR. Kaspi uses
cookies, but the privacy policy does not always clearly state
whether user consent is requested for their use, as required
by European legislation such as the GDPR (Article 6(1)(a)).
In Europe, users must be able to give explicit consent for the
use of cookies for targeted advertising purposes, and they
must also have the ability to easily opt-out of this. Users
of the platform can manage some aspects of their data, for
example, through account settings or when interacting with
support. Nevertheless, the ability to fully manage person-
al data, including its deletion or restriction of use, may be
limited and does not meet the standards set in the EU, such
as the right to be forgotten (GDPR, Article 17) and the right
to data portability (GDPR, Article 20). If Kaspi were oper-
ating within Europe, it could face a number of legal issues.
The use of personal data for advertising without obtaining
explicit user consent would violate GDPR rules (Article 6(1)
(a)). Moreover, failing to inform users about how their data
is processed could lead to fines. The lack of full control
over their information, including the right to deletion (Ar-
ticle 17), would also be considered a violation of European
laws. As a result, Kaspi would have to significantly revise
its policy and procedures regarding data to comply with the
strict GDPR standards required to operate in the EU.

The Tengrinews website contains a privacy policy and
terms of use for data (Privacy Policy, 2025). These docu-
ments describe how the platform processes users’ personal
data, how it may be used, and what measures are taken
to protect it. Specifically, information may be collected
to improve the services and to display ads tailored to us-
ers’ interests. The privacy policy provides general infor-
mation on the collection and use of data for advertising
but may not meet all the strict requirements of European
laws such as GDPR. For example, obtaining user consent
for data processing and targeted advertising is not always
detailed, which may be problematic from the perspective
of European standards (GDPR, Article 6(1)(a)). It is also
not clearly stated how users’ data is processed in accord-
ance with the data protection norms of Kazakhstan. The
website uses cookies to track user activity and improve ad-
vertising, but consent for the use of these files is not always
explicitly requested, as required by European standards
(ePrivacy Directive, Article 5(3)). European laws such as
GDPR require explicit user consent for the use of cookies
for targeted advertising, which may not be complied with
in this case (GDPR, Article 6(1)(a)). However, Tengrinews
does provide limited data management options. Users can
manage profile settings, but more detailed rights (such as
the right to deletion or data portability) provided by the
GDPR may be absent (Article 17; Article 20). If Tengrinews
were operating in Europe, the website would face a number
of legal issues. Particularly notable is the lack of explic-
it consent for the use of cookies and data collection for
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advertising, which violates the GDPR norms (Article 6(1)
(a)). Furthermore, the absence of more detailed mecha-
nisms for managing users’ personal data, such as the right
to deletion or data portability, could lead to sanctions (Ar-
ticle 17; Article 20). The lack of transparency in the privacy
policy and terms of use may also raise concerns from regu-
lators in Europe (Article 13).

The Krisha website presents a privacy policy and person-
al data processing terms. It describes the rules under which
user data is collected and processed, including information
about activities on the site, browsing history, IP addresses,
device data, and advertising identifiers. The site operates
within the framework of the legislation of Kazakhstan, but
details about compliance with international standards such
as the GDPR are absent. The Krisha policy allows for the
processing of data to provide advertising and marketing ser-
vices, facilitating the use of targeted advertising. However,
compared to European standards such as the GDPR, it is not
entirely clear how explicit user consent for data processing
for these purposes is implemented (Article 6(1)(a)). The
policy also lacks detailed information about users’ rights to
access their data or delete it, which could be an issue in
the European context (Article 17; Article 20). The site uses
cookies to improve functionality, but the process for obtain-
ing explicit consent for the use of these files for advertising
purposes is not as clearly stated as required by European
standards (Article 6(1)(a)). In particular, users may not be
fully informed about what data is collected through cook-
ies and how it is used for advertising, which violates GDPR
rules (Article 13). Krisha also provides limited options for
data management. Users can update profile information and
manage ads, but rights to delete data or restrict its use are
not described as thoroughly as required by European rules
(Article 17; Article 20). This could create issues for users if
the site were operating within the EU. If the Krisha portal
were operating in Europe, it could face problems related to
the lack of explicit consent for data processing for targeted
advertising and the use of cookies (Article 6(1)(a)). The lack
of transparency in the privacy policy and the limited options
for users to manage their data could lead to GDPR violations
(Article 13). This could result in both fines and restrictions
on access to the EU market.

An analysis of the three main online platforms in Ka-
zakhstan showed that while fundamental data protection
measures, such as privacy policies and the use of cookies,
are in place, the overall level of personal data protection
does not meet the stringent standards set by the GDPR in
the EU. The key issues include a lack of transparency, the
absence of explicit user consent for the use of personal data
in targeted advertising and cookies, and limited options for
users to manage their data. Although there are laws in Ka-
zakhstan, such as the Law of the Republic of Kazakhstan
No. 94-5 (2013), the current implementation of these pro-
tective measures does not align with European standards,
which could result in legal challenges if these platforms
were to operate in the EU.

Recommendations for improving legislation in line
with international standards. In terms of legal risks, the
absence of explicit user consent for targeted advertising vi-
olates Article 6(1)(a) of the GDPR, which requires that per-
sonal data processing for advertising purposes be based on
explicit consent. This could potentially lead to fines and re-
strictions on the use of personal information, as outlined in
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Article 83 of the GDPR, which specifies fines for non-compli-
ance. Furthermore, users are often not fully informed about
how their data is collected and processed, creating a gap in
transparency and constituting a breach of Article 13 of the
GDPR. This Article mandates that users be informed about
how their data will be used and processed at the time of col-
lection, ensuring transparency in data practices. Another is-
sue is the limited ability of users to manage their data, includ-
ing the right to request deletion or restrict data processing,
which further increases legal risks under the GDPR. Specifi-
cally, Article 17 of the GDPR guarantees the right to deletion
of personal data, also known as the “right to be forgotten”,
and Article 20 of the GDPR grants users the right to receive
their data in a commonly used, machine-readable format
and transfer it to another controller. These articles aimed
at ensuring user control over their personal information.

The situation could be improved by meeting several
requirements, which are already mandated by the existing
and actively enforced laws of Kazakhstan. For example, plat-
forms should implement mechanisms for obtaining explicit
user consent for the use of data for advertising and cookies,
in accordance with Article 6(1)(a) of the GDPR, which re-
quires explicit, informed consent. Companies should provide
more detailed and accessible information about the data
collected, how it is used, and how users can manage their
data. This would align with Article 13 and Article 14 of the
GDPR, which mandate clear, transparent information for us-
ers regarding the processing of their data. Privacy policies
should be written in a clear format and updated regularly,
as required by Article 12 of the GDPR. In addition, platforms
should enable users to exercise full control over their data,
including the right to data deletion (right to be forgotten)
and the right to data portability, which are key provisions of
Articles 17 and 20 of the GDPR. To enhance competitiveness
in international markets and improve user trust, Kazakhstani
platforms should strive for GDPR compliance, which would
not only improve data protection but also provide access
to the European market without the risk of sanctions. This
alignment with the GDPR would be critical for expanding
their user base in the EU and ensuring legal compliance, as
outlined in Article 45 of the GDPR.

Some other countries have unified their data protection
laws with the GDPR to resolve discrepancies akin to those
found in Kazakhstan’s rules. For example, the Brazilian Gen-
eral Data Protection Law (2018) (LGPD). The GDPR serves
as an inspiration for the LGPD, which sets forth extensive
data protection guidelines. It guarantees transparency in
data collection and use, requires organisations to have ex-
press consent before processing data, and gives people rights
including data access, correction, deletion, and portability.
These clauses support user confidence and ease cross-border
data transfers by being in line with GDPR rules. In order to
improve data protection measures, Japan’s Act No. 57 on the
Protection of Personal Information (2003) was updated in
2020. Stricter rules on data processing were brought about
by the changes, which included specifications for getting
consent, guaranteeing data correctness, and putting security
measures in place. These modifications improve user confi-
dence and facilitate more seamless data exchanges with EU
nations by bringing Japan’s data protection system closer
to GDPR standards. These nations have improved their data
governance systems and increased their competitiveness in
global markets by enacting GDPR-aligned data protection

regulations. Following strict data protection guidelines
makes cross-border data transfers easier, lowers the possi-
bility of legal issues, and increases user and business part-
ner trust. Adhering to GDPR guidelines would also improve
user confidence, make it easier for Kazakhstani platforms to
access the European market, and reduce the possibility of
sanctions, all of which would increase their global competi-
tiveness. Nevertheless, the protection, processing, and use of
personal data in Kazakhstan, particularly in the context of
targeting and profiling, fail to address the growing influence
of artificial intelligence tools utilised in these processes. This
omission appears logical, as the use of such tools is often
costly and, therefore, not as widespread outside America
and the EU, including in Kazakhstan.

An interesting solution could be the implementation of
blockchain as a decentralised digital system for data storage
and transmission, which would make data collection and
processing more transparent and secure. If internet resourc-
es in Kazakhstan employed blockchain to store user data (for
example, information about transactions or preferences),
this could ensure a high level of personal data protection. In
this regard, M. Poelman and S. Igbal (2021) noted potential
challenges regarding rights such as the “right to be forgot-
ten”, since data stored on the blockchain cannot be deleted.
However, this issue could potentially be circumvented by
directing blockchain towards the creation of so-called “trust-
ed advertising”. In this case, user data would be stored on
the blockchain and used for targeted advertising, but access
to this data would be controlled and transparent for the us-
ers themselves, thereby enhancing the level of protection
of their personal information. The relevance of blockchain
technology to Kazakhstan and its ability to address numer-
ous problems related to personal data protection was also
highlighted by Y. Akhmetbek and D. Spacek (2021). Fur-
thermore, it is worth noting the study by H. Kocharyan et
al. (2021), which questions the effectiveness of the right to
be forgotten in terms of privacy protection. The authors con-
clude that although this right is important for safeguarding
confidentiality, its implementation faces significant chal-
lenges and is not always effective in guaranteeing the com-
plete deletion of personal information. In this context, when
comparing the uncertain possibility of deleting data with a
technology that enhances the security of its storage and use,
the choice becomes obvious, at least from the perspective of
the legal aspects of protecting the rights of internet users and
consumers of advertising content.

Discussion

The legal framework for profiling and targeted advertising in
Kazakhstan reflects an effort to align with legislation, such
as the Law of the Republic of Kazakhstan No. 94-5 (2013).
However, the level of data protection and transparency re-
garding targeted advertising falls short of European stand-
ards, particularly the requirements of the GDPR. The main
issues include the absence of explicit consent for the use of
data, insufficient transparency concerning data processing,
and limited options for users to manage their personal data.
This creates legal risks for platforms in Kazakhstan, should
they operate in Europe.

The study noted numerous challenges that Kazakhstan
has already encountered on its path towards implementing
new standards, including financial obstacles, as the intro-
duction of mechanisms that fully ensure compliance with all



legal aspects related to the security and use of personal data
for targeted advertising and profiling requires significant fi-
nancial investments from companies in Kazakhstan. The fact
that the implementation of the GDPR also affects market com-
petition, including both large and small companies, as well
as their ability to protect themselves within the legal frame-
work, was also highlighted by M.S. Gal and O. Aviv (2020).
The authors highlighted the GDPR’s restrictions on using
personal data for such purposes without explicit user consent
and discussed the substantial impact of these restrictions
on the digital advertising market and competition among
companies that rely on such methods, which often prompts
attempts to circumvent the legal regulatory framework.

The study also highlighted the challenges faced by com-
panies and organisations in Kazakhstan when attempting to
implement the GDPR and other European standards regu-
lating advertising activities. For instance, the most common
legal violations in Kazakhstan are insufficient user notifica-
tion, failure to meet consent requirements, and improper
data management. These issues are characteristic of other
countries as well, as evidenced by the studies of M. Kive and
J. Grasis (2020) and W. Presthus and K.F. Sgnslien (2021).
In this context, it is also worth mentioning the study by
A. Wodi (2023), in which the author analysed the outcomes
of the GDPR five years after its adoption, examined the fu-
ture of personal data protection, assessed the effectiveness
of the GDPR in ensuring data security, identified unresolved
challenges, and explored how the regulation may evolve in
the future. To the aforementioned issues, A. Wodi (2023)
also added the discrepancies in the enforcement of laws
related to targeting and profiling in advertising which are
influenced by aspects and nuances of the extraterritorial
application of the GDPR. This is particularly relevant for
countries in Central Asia, including Kazakhstan. Researcher
emphasised that the effectiveness of regulating the adver-
tising sphere cannot be assessed in isolation from the legal
frameworks of each country, within which these European
legislative norms are implemented. The author also consid-
ered the prospects for legal regulation of advertising, a field
that is expected to become increasingly complex with the
advancement of technologies such as artificial intelligence,
blockchain, and big data.

Among other conclusions, the authors argued that the
legal maturity of countries plays the most critical role in
determining the choice of approaches and tools for regulat-
ing the advertising sphere and protecting the rights of in-
ternet users. This also affects the actual, rather than formal,
implementation of the adopted regulations. A. Prasad and
D.R. Perez (2020) concluded that while the GDPR had pos-
itive effects in data protection, it may also harm innovation
and the development of the digital business sector, particu-
larly in advertising and data analytics. This, too, must be
considered when developing legal mechanisms for regulating
this sphere, as the legislation of a country should foster the
growth of local businesses rather than place them in a posi-
tion where they cannot effectively compete with financially
stronger and legally better-protected international giants.

The conducted study also identified shortcomings in the
practical implementation of the legislation of Kazakhstan
in the regulation of advertising and the use of users’ data
for advertising purposes, based on the analysis of several
popular Kazakhstani internet platforms. A study by M. Kret-
schmer et al. (2021) also noted that the use of cookie banners

Social & Legal Studios, Vol. 8, No. 1

and privacy policies on websites often deviates in practice
from the norms and legal practices adopted under the spe-
cific legislation of a country. The authors discussed issues
related to the implementation of GDPR requirements, such
as the complexity of privacy policy wording and its potential
impact on user experience, which are also characteristic of
Kazakhstan, as confirmed by this study. Moreover, the stud-
ies by L. Porcelli et al (2024), and C. Santos et al. (2021)
highlight the improper application of certain legal norms
(including penalties for violations) in cases (countries, con-
ditions) where organisations or enterprises are objectively
unable to meet all the technical requirements necessary to
comply with the legal conditions for handling users’ person-
al data. This is particularly relevant to Kazakhstan during
the period from 2020 to 2024.

The technical feasibility of complying with legal norms
related to the collection and use of personal data, including
in the context of advertising activities (particularly targeting
and profiling), was also addressed by A. Kajcsa and L. Dog-
aru (2022). Among other issues, they highlighted a prob-
lem specific to Kazakhstan, which was also identified in this
study: namely that data deletion, especially from complex Al
systems, can be technically challenging and may not align
with the immutability principles of certain systems, which
should be considered in the legal field (but is absent in the
regulations governing this area in Kazakhstan). In their pa-
per, K. Wiedemann (2022) also addressed the regulation of
profiling in the context of automated decision-making pro-
cesses, including those involving the use of personal data for
targeted advertising. The author emphasised that while the
GDPR contains strict rules for automated decision-making,
companies may face difficulties in complying with them,
particularly in profiling for advertising purposes. However,
they remarked that technical measures can assist in ensuring
compliance with GDPR requirements, especially regarding
transparency and obtaining consent, which should also be
noted by Kazakhstan.

The study repeatedly mentioned, in various contexts, is-
sues related to ensuring the protection of privacy rights in
Kazakhstan, particularly in areas such as advertising, target-
ing, and profiling. The presented findings highlighted that
the situation in Kazakhstan differs from European practic-
es, as evidenced by the study of R.N. Zaeem and K.S. Bar-
ber (2020), which examined the impact of the GDPR on the
privacy policies of enterprises and organisations. Their study
identified key improvements in European and American ap-
proaches, particularly through the introduction of tools that
provide users with greater control over their data, including
the right to access, modify, and delete personal informa-
tion. These improvements directly address some of the most
pressing issues observed in Kazakhstan, and the authors also
emphasised the importance of improving the legal frame-
work governing advertising and personal data management,
offering several solutions that Kazakhstan could adopt and
implement within its legal system. In the same context, the
paper by M. Bak et al. (2022) can also be considered, focus-
ing on the legal regulation of the right to privacy and its
enforcement concerning medical data, which may also be
used for targeted advertising of specific medical devices and
medications. Public display of such information could not
only violate a user’s right to privacy but also breach medical
confidentiality, potentially causing reputational damage or
psychological harm in certain cases.
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This study also underscored that the supervisory au-
thority in Kazakhstan not only has limited powers and in-
dependence compared to similar bodies in GDPR-compliant
countries but also lacks adequate tools for monitoring and
regulation specifically tailored to the realities of Kazakhstan.
This problem is also noted by S. Amanzholova et al. (2021),
who developed a tool that allows for the automated verifi-
cation of websites’ compliance with key GDPR aspects, such
as data protection, transparency, and user consent collec-
tion and usage. This system needs to be tested in practice
and integrated into the legal regulation mechanism of the
advertising sector before the state can fully implement a
legal framework for enforcement, monitoring, and the im-
position of legal sanctions for non-compliance. Moreover,
the mechanism proposed by the authors could be applied
not only to the advertising sector but also to combating cy-
ber corruption. In the study by S. Gulyamov and S. Raim-
berdiyev (2023), it was noted that Kazakhstan’s inability to
fully ensure the protection of personal data leads to cyber
corruption and other cybercrimes involving the violation of
user rights, highlighting the importance of implementing not
only effective legal but also technical measures to regulate
this area. Furthermore, Kazakhstan should also consider the
need to adapt to other aspects of technological development,
such as Regulation of the European Parliament and of the
Council No. 2024/1689 (2024), mentioned in the study by
C. Lawson-Hetchely (2022). This regulation will impose
additional requirements on companies already operating
under GDPR, significantly increasing the demands on legal
regulation mechanisms for the use of artificial intelligence,
particularly concerning the collection and processing of per-
sonal data necessary for targeting and profiling.

Thus, the problems faced by Kazakhstan in regulating
profiling and targeted advertising are not unique and are
largely similar to the issues experienced by other countries,
particularly those that implemented international GDPR
standards earlier and more comprehensively. This indicates
that Kazakhstan is moving in the right direction, consider-
ing its current stage of legal and technological development.
Moreover, this provides the country with an opportunity to
learn from the mistakes of others and adopt proven practices
from countries that have already succeeded in these areas.

personal data contains basic elements of data protection,
such as requirements for obtaining user consent and privacy
policies. However, the analysis of three major online plat-
forms (Kaspi, Tengrinews, Krisha) revealed that local data
protection norms have gaps compared to European standards.

The comparative analysis of the legislation of Kazakh-
stan and European norms (GDPR) demonstrated substantial
differences in approaches to personal data protection. The
main distinction is the mandatory obtaining of explicit user
consent in the EU for data collection and processing, where-
as, in Kazakhstan, this process may be less detailed and does
not require such a high degree of transparency. European
legislation also provides a broader set of rights for data sub-
jects, including the right to data portability and deletion,
which is insufficiently reflected in the laws of Kazakhstan.
Furthermore, the EU has strict requirements for notifying
users about data security breaches, while in Kazakhstan, this
aspect may not be sufficiently developed. These differences
create the need for modernising the legislation of Kazakh-
stan, especially in light of its aspirations to integrate with
international markets and comply with global data protec-
tion standards.

Notably, Kazakhstani online platforms face a number of
problems in the processing and protection of personal infor-
mation. Users are not always able to give explicit consent for
the use of data for targeted advertising. Privacy policies are
often insufficiently transparent and understandable, which
means that users are poorly informed about how their data is
used. These issues are particularly important in the context of
GDPR compliance, which requires strict adherence to trans-
parency and consent rules. In addition, the analysis showed
that platforms provide limited opportunities for managing
personal data. Users can update their profile information but
do not have full control over their data, including the right
to delete or transfer it. This contradicts European norms,
which grant EU citizens broader rights regarding their data.

Future research could focus on a detailed comparative
analysis of practices on other key platforms and industries
in Kazakhstan and on the analysis of the effectiveness of the
implementation of new laws aimed at protecting personal
data. This will help identify additional aspects for improving
data protection and strengthening regulation.
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AnoTanisa. JlociigKkeHHs NpPUCBSIYEHe aHaJlidy YMHHOI HOPMAaTHUBHO-NPABOBOI 0a3W, W[0 PperyJioe NpodioBaHHA
i TapreroBaHy pexyslaMy B KazaxcTaHi, 3 ypaxyBaHHAM €BpOIEHCbKOro AOCBify. JloCiifpkeHHA BKJIIOYAJIO OIJIAA
HOPMAaTHUBHO-TIPABOBUX akTiB KaszaxcTaHy, L0 PeryJiolTh BUKOPUCTAHHS IePCOHAJIbPHUX [AaHUX, i MOPiBHAJIBHUHI
aHaJIi3 3 [MOJIOXKEHHAMHU 3arajbHOro perjiaMeHTy Npo 3aXUCT JaHUX. AHaJIi3 IpOJeMOHCTPYBasB, 1o xouya B KasaxcraHi
BCTAHOBJIeHi 6a30Bi CTAHAAPTU 3aXUCTy [IePCOHAIBHUX TAaHUX, PiBEHb MPO30POCTi Ta KOHTPOJIIO 3a MpoljecoM 06pobKu
JaHUX 3aJIMIIAETHCA TOMITHO HIDKYMM MOPiBHSAHO 3 €BpoIerchbkuMy HopMamu. OCHOBHUMM NpobjieMaMu € BiJICYyTHICTh
yiTKOI 3roAM KOPUCTYBayiB Ha BUKOPHCTAHHA IXHiX JaHUX [AJIA TapreToBaHO! pekjiamMy, oOMeXeHi MOXJIUBOCTi OJIf
yIIpaBJIiHHA ocoOrcTol0 iHdOopMarii€io, a TakoX HeJ0CTaTHi GiHAHCOBI pecypcH AJA 3aCTOCYBAHHSA lepeJOBUX TeXHOJIOTiH
i meBHi mpaBoOBi 0OMeXXeHHs, CIPUYMHEHI )KOPCTKOI0 Iep>KaBHOIO MOJIITUKOI0. AHaJTI3 Ka3aXCTaHChKUX OHJIAH-IIJIaThOOPM,
30KpeMa Takux, Ak Kaspi, Tengrinews i Krisha, mokxasas, mo mpouenypu o6poOKu AaHuUX Ha OUX IUTaTdopMax He
BiANOBigaTh cTaHAapTaM 3arajbHOTO perjiaMeHTy PO 3axXHCT AaHuX. lle cTBOpIOE IOPUOWYHI pU3UKU AJiA Oi3Hecy,
0COOJINBO Y 3B’A3Ky 3 MOTEHIiINHUM BUXOAOM Ha €BPONENCHKUII PUHOK. Pe3ysbTaTu [MOCIIiIKEHHS MigKpec/niiu
HeoOXiAHICTh yAOCKOHAJIEHHA HalliOHaJIbHOIO 3aKOHOAABCTBA y cdepi 3aXUCTy NepcoHaJIbHUX JaHUX. PeKoMeHAyeTbCA
3aIpoBaAUTH MeXaHi3MHu, 110 3a0e3Mevy0Th ABHY 3roAy KOpHcTyBada Ha 0O0poOKy NaHUX, MiJBULIMTH IPO30PiCThb MOJIiTUK
KOHOiAeHIIHOCTi, pO3MMUPUTH NTpaBa KOPUCTYyBadiB, 30KpeMa MOXJINBICTh BUAAIATU 30epekeHi faHi Ta nepefaBaTu ix.
[TpuBeneHHs 3akoHOAaBCTBa KazaxcTaHy y BiiMOBiAHICTh O €BPONENCHKUX CTAHAAPTIB HE TiJIbKU IMOCUJINTH 3aXUCT IIPaB
TpOMAa/isiH, a U MiABUIIUTH KOHKYPEHTOCIPOMOXHICTh Ka3aXCTAaHChKUX KOMIAHIN Ha MiXKHApOJIHill apeHi

KiouoBi ciioBa: 06pobka mepcoHaJIbHUX AAaHUX; MiXHApOAHI CTaHAApTH; MOJiTHKA KOHQigeHUiHHOCTI; 1udpoBUil
PUHOK; 3aXUCT NpaB KOPHUCTYBayiB

45


https://orcid.org/0009-0004-5393-4752
https://orcid.org/0000-0002-2946-6408
https://orcid.org/0000-0001-5903-9020
https://orcid.org/0000-0003-4768-2048
https://orcid.org/0000-0003-4761-0722
https://doi.org/10.3280/riss2024-002017

