
Introduction
Bot farms have emerged as a formidable instrument in the 
Russian Federationʼs information warfare strategy, specifi-
cally aimed at fracturing Ukrainian society, fomenting dis-
cord, and undermining international support for Ukraine. 
The predominant concentration of these bot farms was in 
Kyiv, Odessa, Lviv, and Zaporizhzhia, where they generat-
ed fraudulent identities and online groups to disseminate 
pro-Russian narratives and misinformation (Kostenko  et 
al., 2022). Bot farms, or “botnets”, have been increasing-
ly used to propagate unlawful material intended to desta-
bilise public order in Ukraine, compromise its worldwide 
image, and diminish its diplomatic initiatives. This tenden-
cy has raised significant worries about cybersecurity since 
botnets are used for many illicit operations, including the 
manipulation of public opinion and the incitement of ter-
ritorial alterations. In the wake of the Russian Federationʼs 
full-scale invasion, bot farms have attracted considerable 
scrutiny for their involvement in misinformation efforts 
aimed at both the general populace and state authorities. 
These bots have been deliberately used to undermine front-
lines and occupied areas, jeopardise national security, and  
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Abstract. The aim of this study was to develop a legislative definition of bot farms, thereby creating a basis for legal 
regulation of their use. The research employed the formal-legal and comparative-legal methods. The issue of bot farms 
is an emerging area of interest, prompted by increasing trends in the use of bots for purposes such as propaganda, fraud, 
and disinformation. Bots can be categorised into the following groups: one-day bots, classic bots, foreign bots, non-
standard bots, and bots with complex behaviour. Furthermore, the study identified the purposes and areas of activity of 
bot farms, which include generating artificial traffic for financial gain, and conducting propaganda, disinformation, and 
the promotion of narratives and specific viewpoints within society. The study also examined the legislative regulation 
of the creation and operation of bot farms. A comparative analysis was conducted of the legal norms in European Union 
countries and the United States of America concerning the spread of artificial intelligence and the use of bots. The legal 
framework addressing liability for the use of bot farms for criminal purposes was reviewed. Relevant legislative proposals 
were analysed, the adoption of which could influence prosecution for disinformation and the deployment of criminal 
bots under martial law. Specific cases involving the exposure of bot farms were considered, along with the distinctive 
legal mechanisms used to counteract the activities of illegal bot farms, based on the experiences of foreign jurisdictions. 
The practical value of the study lies in the fact that it showed that Ukrainian legislation is not adapted to regulate the 
development of bot technologies, especially AI-based bots, and therefore needs to be revised by the legislator to combat 
the growing risks of disinformation and manipulation
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disseminate disinformation that diminishes the legitimacy 
of the Ukrainian government.

Globalisation and digitalisation have created novel strat-
egies for influencing Internet users, making information se-
curity a vital component of national security (Tkachenko et 
al.,  2025). Since the start of the invasion, bot farms have 
become a vital component of Russiaʼs hostile information op-
erations. In 2022, the Security Service of Ukraine document-
ed more than 4,500 cyberattacks, inflicting material damage 
equal to that of military operations (National Cybersecurity 
Coordination Centre, 2023). In 2025, the information land-
scape is a comprehensive battlefield, using sophisticated 
technologies and instruments. Ukrainian law currently lacks 
essential definitions for phrases such as “bot”, “bot farm”, 
and “cyberwarfare”, underscoring the pressing need for com-
prehensive legal frameworks to tackle these modern issues.

As the concepts of bot and bot farm are relatively new, 
there is still insufficient research on the topic within the 
scientific community. The creation of large volumes of fake 
accounts is carried out with the intent to disseminate dis-
information and pursue criminal objectives (Kravchuk  et 
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to develop a legislative definition informed by international 
experience, and to establish effective and relevant mecha-
nisms for countering and preventing the use of bot farms in 
actions aimed at undermining Ukraineʼs national security. 
The objectives of the study include defining the concept of 
bots and bot farms, identifying the features of their operation, 
and examining the legal regulation of bot farm activities.

Materials and methods
In the course of conducting research to establish legal 
regulation in the field of cybersecurity and cyberspace, 
the following regulatory legal acts were studied: Code of 
Ukraine on Administrative Offenses (1996), Criminal Code 
of Ukraine  (2001), Law of Ukraine No.  2657-XII “On In-
formation”  (1992), Law of Ukraine No.  2849-IX “On Me-
dia”  (2022). Draft laws submitted for consideration to the 
Verkhovna Rada of Ukraine and designed to resolve gaps in 
liability for the criminal use of bots to harm national securi-
ty were also used, namely: Draft Law of Ukraine No. 11115 
“On Amendments to Certain Laws of Ukraine on Regulation 
of the Activities of Information Sharing Platforms Through 
Which Mass Information is Distributed” (2024), Draft Law 
of Ukraine No. 9223 “On Amendments to the Criminal and 
Criminal Procedure Codes of Ukraine Regarding the Estab-
lishment of Liability for Certain Actions Against the Founda-
tions of National Security of Ukraine” (2023).

In order to fully and comprehensively study this top-
ic, special methods of scientific knowledge were used, such 
as formal-legal, logical-legal, comparative-legal, and legal 
analysis methods. Using the formal-legal method, the reg-
ulatory framework regulating the US and European Union 
in the field of cybersecurity was studied, in particular, Unit-
ed States Senate Bill No.  1001 “Bots: Disclosure”  (2018), 
BOTS Act (2016), Digital Services Act (2022) and the Code 
of Practice on Disinformation (2022) in order to determine 
the international practice of legal regulation of bots and bot 
farms. Using the legal dogmatic method, the concept of bot 
farms was defined in the context of their role in undermining 
information security.

At the initial stage of the study, the problem was 
identified. Also, the concept of a bot was clarified, their 
classification, features of creation and application were 
studied. The nature of bots and the procedure for their 
creation were studied. The next stage of the study was the 
determination of the regulatory and legal regulation of re-
lations in the information environment, the establishment 
of levels of responsibility for offenses in cyberspace. After 
that, the legal mechanisms for regulating relations in the 
field of information security in the USA and the EU were 
studied. The Explanatory Note to the Draft Law of Ukraine 
No.  11115  (2024) was also studied regarding the detec-
tion and neutralisation of bot farms by special services in 
Ukraine since the beginning of the full-scale invasion of the 
Russian Federation. At the final stage of the study, the main 
directions for improving national legislation in the field of 
information security were identified.

Results
On average, Internet users spend more than two hours per 
day on social networks. The Internet has become a primary 
platform for communication on current events, culture, and 
politics, thereby increasing the significance of influencing 
what is seen and discussed online. Against this backdrop, 

al.,  2024). This practice can inflict harm both on individ-
ual citizens and on the state as a whole by spreading panic 
among the population, discrediting public authorities in the 
eyes of civil society, and damaging Ukraineʼs reputation on 
the international stage. H.M. Fadhil et al. (2022) introduced 
a machine learning approach for botnet identification. Their 
methodology used several classification algorithms to identi-
fy dangerous bots throughout networks, demonstrating how 
artificial intelligence may improve the efficacy of botnet de-
tection. The model enhanced the accuracy and efficiency of 
botnet detection by the use of data mining methods, signif-
icantly impacting real-time network security management. 
P. Rataj  (2025) offered a legal analysis of botnet defence, 
emphasising the convergence of cybersecurity and data pro-
tection legislation inside the European Union. He examined 
the legal frameworks inside the EU and their applicability 
to the protection of personal data in the context of botnet 
attacks. His study emphasised the difficulties of implement-
ing cybersecurity legislation against botnet operators while 
upholding privacy rights and suggested enhancements to ex-
isting legal norms to tackle the escalating hazards presented 
by bots in digital contexts.

I. Mbona and J.H.P. Eloff (2022) used Benfordʼs rule, a 
statistical notion often utilised in fraud detection, to discern 
irregular patterns in bot behaviour. Through the analysis of 
numerical data distribution in social media activity, they 
demonstrated the efficacy of this technique in identifying 
bots that diverge from typical user behaviours, so providing 
an additional instrument for botnet identification. In anoth-
er study, I. Mbona and J.H.P. Eloff (2023) explored the cate-
gorisation of social media bots as either malicious or benign 
by means of semi-supervised machine learning methodolo-
gies. Their study focused on differentiating between mali-
cious bots employed for disseminating misinformation and 
benign bots that may fulfil legal functions, such as customer 
service or automated content distribution. The research pro-
vided significant insights into the automation of dangerous 
bot identification on social media platforms using machine 
learning, aiding continuing efforts to counter digital manip-
ulation and enhance online security.

Q.  He  et al.  (2022) introduced an innovative method 
for detecting essential bots inside a botnet using the princi-
ples of gravitational law. The authors devised an approach 
that predicts the most important bots inside a network by 
applying this model to large-scale botnet infections. This 
strategy proved essential for identifying the most harmful 
bots during a botnet assault and is especially valuable for 
comprehending the dissemination and effects of botnets in 
real-time networks. J.M. Hodgins (2022) examined the use 
of social media bots to influence political outcomes. Author 
underscored the need for proactive steps and legislation to 
avert foreign meddling in democratic processes by concen-
trating on the role of bots in disseminating misinformation 
and undermining public opinion. This highlighted the in-
creasing apprehension over the utilisation of bots for po-
litical manipulation, which was subsequently examined by 
T.  Shadmy  (2022), who proposed a legislative framework 
that reconciles free expression with the need to mitigate the 
dissemination of misinformation. Both works emphasised 
the necessity of legal measures to counteract the impacts of 
bots on public opinion and election integrity.

The aim of this study was to investigate and define the 
concept of bot farms in the context of cybersecurity measures, 



146
Legal regulation of the concept of “bot farms”...

fake accounts – or bots – are present on every social network 
and exist in vast numbers. Bots are automated social media 
accounts created to perform specific actions and imitate the 
behaviour of genuine users. A botnet, or collection of such 
accounts, constitutes a network of bots that are programmed 
to execute identical tasks, unified by a shared objective and 
closely interconnected through mutual subscriptions (Mak-
hortykh et al., 2022).

Bots are, therefore, specially designed programmes that 
automatically perform the same actions as ordinary users. 
These bots may closely resemble legitimate accounts, com-
plete with individual profiles and activity histories. They 
can post comments, publish content, and give likes on so-
cial networks. Bots are capable of fulfilling a broad range 
of functions, including entertainment, search, broadcast-
ing, viewing, “liking”, subscribing, and content publication 
(Shynkar & Levchenko,  2023). By nature, bots serve as a 
convenient interface for users interacting with various web 
services. As such, bots will continue to evolve technological-
ly to better replicate human behaviour, particularly through 
the integration of artificial intelligence (Rawat et al., 2023). 
The development of AI has enabled the generation of an un-
limited number of synthetic images of non-existent individ-
uals. AI-based bots can now comprehend natural language, 
analyse messages, and identify user needs. Furthermore, bot 
management software  – referred to as “bot harvesters”  – 
has become increasingly common, allowing the control of 
dozens or even hundreds of such accounts (Ye et al., 2024). 
To influence public opinion, increase socio-psychological 
tension, and disseminate criminal disinformation, Russian 
special services actively deploy various informational and 
technical tools, including botnets, microblogs, and social 
networks, to undermine national information security. So-
cial networks, in particular, are among the least protected 
mediums for countering the spread of false, anti-Ukrainian 
content (Dzyana & Dzyanyy, 2023).

Draft Law of Ukraine No. 9223 (2023) establishes legal 
provisions addressing the creation, acquisition, utilisation, 
or sale of accounts within automated information systems, 
electronic communication networks, and social media plat-
forms. The legislation seeks to combat the spread of mis-
information and the manipulation of public sentiment via 
these accounts. It specifically criminalises the usage of ac-
counts that deliberately harbour false information about the 
user and are used to disseminate and spread incorrect data, 
including impersonating unverified persons or obstructing 
the actions of individuals and legal bodies. Actions detri-
mental to Ukraineʼs sovereignty, territorial integrity, defence 
capabilities, or national security are subject to sanctions that 

may include fines or restrictions on personal freedom. The 
proposed legislation further suggests that the Security Ser-
vice of Ukraine be designated as the authority for the pre-tri-
al investigation of certain offences. The legislation does not 
expressly define “bot farms”, but its provisions include acts 
often linked to these operations; therefore, it seeks to miti-
gate misinformation and protect national security.

One of the stateʼs principal responsibilities is to mon-
itor information resources  – such as online publications, 
social media platforms, blogs, forums, and personal pag-
es  – to identify those disseminating disinformation, incit-
ing interethnic hatred, or promoting violence and intoler-
ance, with the aim of blocking or disabling such resources 
(Kovalchuk, 2025). Recently, the use of bot farms to neg-
atively impact Ukraineʼs information space has escalated  
significantly. Through fake accounts, information is dissem-
inated that provokes panic among the population and dis-
credits Ukrainian authorities both domestically and interna-
tionally (Zoltick & Maisel, 2023).

Criminal bot farms are being actively used by Russian 
propaganda to conduct information and psychological op-
erations that adversely affect the psychological well-being 
of the Ukrainian population, influence public opinion about 
the military, and incite panic through the dissemination of 
propaganda, disinformation, and selective exaggeration or 
suppression of information. The most vulnerable to such in-
fluence are populations residing in the occupied territories 
and in the aggressor state itself; however, populations in EU 
countries and those living in Ukrainian-controlled areas are 
also subject to this negative impact. Representatives of the 
Russian special services utilise every available tool to de-
ploy bots and bot farms, including platforms such as Face-
book, Telegram, Viber, TikTok, and others, employing both 
technological and psychological strategies to intensify the 
impact of information on public perception. These activities 
are further facilitated by objective factors such as electricity 
outages across much of the occupied territories and the ab-
sence of Ukrainian telecommunications. Disinformation, in 
this context, refers to the public dissemination of unverified 
or knowingly false information that may adversely affect the 
exercise of citizensʼ legitimate rights and interests or threat-
en the national security of the state (Zelenov, 2024). “Fake” 
can be defined as false information presented through fab-
ricated websites, impersonated social media profiles, or ac-
counts mimicking other individuals. Bots, in turn, are spe-
cialised programmes that manage accounts and strategically 
post comments at specific times to maximise impact (Odil-
la, 2023). Bots are classified into several categories, as pre-
sented in Table 1.

Name Characteristic

Mayflies Created automatically for a short period of time to perform single tasks. They are usually easy to detect 
because they create social media profiles without a photo or with an empty news feed.

Classic bots Created for a longer period using scripts, the account filling is more complete, but images of people are never 
used

Alien bots Correspond to the characteristics of classic bots, but the accounts have foreign names because they are 
created on foreign bot farms.

Non-template 
bots

These accounts match the characteristics of a real person. They are more complex, but there is no segmented 
audience that allows you to distinguish a bot from a real user.

Bots with 
complex behavior

Systems that are created using complex programs and that accurately mimic the behaviour of real people on 
social networks

Table 1. Bot classification

Source: compiled by the author based on F. Odilla (2023)
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Bot farms are understood as facilities where numer-
ous bots are created with the intent of performing specific 
tasks. In essence, a bot farm is an operational base for indi-
viduals who generate large numbers of bots for the purpose 
of engaging in criminal activities (Harbinja  et al.,  2023). 
Generally, bot farms function in two principal directions. 
The first involves the creation of bots to generate artificial 
traffic as a means of financial gain. The second concerns 
the execution of propaganda, dissemination of disinforma-
tion, and promotion of particular narratives and ideologi-
cal viewpoints within society (Ahmad et al., 2023). Upon 
examining this issue, several key reasons can be identified 
for the widespread use of bot farms in Ukraine. These in-
clude: the promotion of specific political views and narra-
tives among the population; the shaping of public opinion 
in ways that serve the interests of the aggressor; fraudulent 

activities; and the theft of citizensʼ personal data by bots for 
subsequent misuse.

To combat and prevent the spread of disinformation, bot 
activity, and other manipulative information technologies 
within Ukraine, the Centre for Countering Disinformation 
under the National Security and Defence Council has been 
operational since its establishment on 11 March 2021. The 
Centreʼs primary functions include countering disinforma-
tion in the military domain, addressing crime in the informa-
tion sphere, regulating information policy across all sectors, 
and engaging in scientific and technical initiatives. Its prin-
cipal focus is on combating disinformation on the Internet 
and in the media. At the legislative level in Ukraine, the 
mechanism for countering disinformation  – depending on 
the type of legal liability – involves three key areas, which 
are presented in Table 2.

Sector Regulatory and legal acts

Civil liability

Constitution of Ukraine (1996)
Article 278 of the Civil Code of Ukraine (2003)

Law of Ukraine No. 2657-XII “On Information” (1992)
Law of Ukraine No. 2849-IX “On Media” (2022)

Administrative and legal liability Article 173-1 of the Code of Ukraine on Administrative Offenses (1996)
Criminal liability Articles 109, 110, 250, Section 2, Article 361 of the Criminal Code of Ukraine (2001)

Table 2. Sectors of legal regulation of disinformation

Source: compiled by the author

It is evident that the existing legal framework for the 
prevention and prosecution of cyber offences remains in-
complete and inadequate, as many innovative technologies 
operate outside the boundaries of current legislation. The 
existing legal framework in Ukraine, encompassing stat-
utes such as the Code of Ukraine on Administrative Offens-
es  (1996), the Criminal Code of Ukraine  (2001), and Law 
No. 2657-XII “On Information” (1992), fails to sufficiently 
address the problem of bot farms and the utilisation of bots 
for disinformation and manipulation. These laws mostly 
address concerns such as fraud and privacy infringements, 
but they are deficient in explicit regulations governing the 
development, utilisation, and effects of automated systems, 
such as bots, that affect public opinion or compromise na-
tional security. The Criminal Code of Ukraine addresses of-
fences such as fraud and identity theft, but it fails to identify 
or criminalise the use of bot farms in relation to political 
manipulation or misinformation operations.

Law of Ukraine No. 2657-XII “On Information” (1992) 
pertains to information dissemination but fails to delineate 
the regulation of automated or artificial intelligence-driven 
content development, which is essential to the functioning of 
bot farms. Moreover, Draft Law of Ukraine No. 9223 (2023) 
establishes penalties for actions undermining national securi-
ty, such as disseminating false information through automat-
ed accounts. However, it does not have the comprehensive-
ness to address the intricate dynamics of contemporary bot 
farm operations, underscoring the necessity for more precise 
and updated legislation to combat these emerging threats.

In an effort to regulate legal relations within the in-
formation space, Draft Law of Ukraine No.  11115  (2024) 
has been submitted to the Verkhovna Rada. The authors of 
this draft law highlight that although the Law of Ukraine 
No. 2849-IX “On Media”  (2022) defines information shar-
ing platforms, their activities are not sufficiently regulated.  

Providers of such platforms are not classified as media enti-
ties, and as a result, they are not legally obliged to protect 
usersʼ personal data, block illegal content, or hold channel 
owners accountable for the distribution of such content. The 
draft law proposes the following mechanisms for regulating 
the activities of information sharing platforms:

1. Defining providers of information sharing platforms 
as distinct entities within the media sector. This propos-
al conforms to the Law of Ukraine No.  2849-IX “On Me-
dia”  (2022), which governs media operations in the digi-
tal realm. Classifying online platforms as media businesses 
would expand regulatory authority to include internet-based 
services that disseminate material to the public. This is legal-
ly robust since it incorporates these platforms inside the me-
dia system, mandating compliance with duties akin to those 
of conventional media outlets, hence enhancing responsibil-
ity in information dissemination.

2. Establishing that such platforms operate specific ac-
counts or channels through which mass information is dis-
seminated. This proposal aligns with Ukrainian legal stand-
ards on media regulation and information dissemination. It 
recognises the responsibility of platforms in regulating and 
overseeing content dissemination, assuring their accountabil-
ity for the material disseminated via their channels. This pro-
vision aims to improve transparency and traceability of con-
tent sources in response to the proliferation of disinformation 
on digital platforms, along with Ukraineʼs current legislative 
framework regarding information security and transparency.

3. Introducing legislative obligations for information 
sharing platform providers by analogy with the existing re-
quirements for video sharing platforms. The analogy to vid-
eo sharing platforms, as shown in the Directive of the Euro-
pean Parliament and of the Council No. 2018/1808 (2018) 
and Ukraineʼs media rules, is a rational strategy for regu-
lating online material dissemination. This encompasses  
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responsibilities such as content moderation, removal of un-
lawful information, and safeguarding user protection. This 
idea aims to eliminate regulatory discrepancies between tra-
ditional media and contemporary digital platforms by apply-
ing uniform standards to all information-sharing platforms. 
Nonetheless, there may be apprehensions over the balance 
between these responsibilities and the freedom of speech, as 
well as the potential for excessive control that hinders inno-
vation and communication.

4. Requiring providers to appoint a representative in 
Ukraine for official communications. This requirement ex-
tends to all platforms registered within the European Union. 
This stipulation aligns with the Regulation of the European 
Parliament and of the Council No. 2022/2065  (2022) and 
the General Data Protection Regulation (2016), which neces-
sitate that platforms appoint a designated representative in 
the territory of their operations. This idea might strengthen 
Ukraineʼs capacity to enforce its laws against international 
platforms and guarantee adherence to national norms. It may 
also enhance collaboration with global technology firms, par-
ticularly on content moderation and data security. This clause 
may provoke apprehensions about jurisdictional issues and 
the extraterritorial applicability of Ukrainian law, especially 
for platforms functioning inside the EU and other countries.

Additionally, a group of Peopleʼs Deputies led by Georgy 
Mazurashu submitted Draft Law of Ukraine No. 9223 (2023). 
This draft proposes to supplement the Criminal Code of 
Ukraine (2001) with a new Article 114-3 “Use of accounts 
for the purpose of spreading false information or for influ-
encing decision-making, actions, or omissions”. The draft 
law was developed in alignment with Ukraineʼs Informa-
tion Security Strategy, approved by Presidential Decree 
No. 685/2021 “On the Decision of the National Security and 
Defence Council of Ukraine “On the Information Security 
Strategy” (2021), to strengthen legal accountability for the 
dissemination of false information. Given that social media 
platform owners often respond inadequately to reports con-
cerning fake profiles and pages involved in information at-
tacks, it has become necessary to address the issue through 
legislative amendments. These changes aim to strengthen 
the role of specially authorised state bodies in their interac-
tions with social media owners and administrators.

In order to counter and prevent the negative conse-
quences caused by disinformation, law enforcement agen-
cies in Ukraine have been actively engaged in dismantling 
bot farms. Since the beginning of the full-scale invasion, 
media outlets have regularly reported on the detection and 
shutdown of such operations. In 2022 alone, the Security 
Service of Ukraine (SBU) dismantled five bot farms com-
prising more than 100,000 fake accounts. These accounts 
were used to spread disinformation among the populations 
of Ternopil, Kharkiv, Poltava, Cherkasy, and Transcarpathia. 
The bot farms operated across various platforms, including 
some promoting the ideology of the aggressor state, which 
are banned in Ukraine. During searches, SBU representatives 
seized: 100 sets of GSM gateways; nearly 10,000 SIM cards 
from various mobile operators, used to conceal illegal activ-
ity; and computer equipment containing evidence of crim-
inal operations. Criminal proceedings were initiated under 
Article 110 of the Criminal Code of Ukraine  (2001)  – En-
croachment on the Territorial Integrity and Inviolability of 
Ukraine – which carries a penalty of up to 15 yearsʼ impris-
onment (Cyber Police of Ukraine, 2023).

At the legislative level, there is currently no officially 
defined concept of “destructive content” or “destructive 
information”; however, related terms such as “harmful”, 
“prohibited”, and “illegal” information are commonly refer-
enced. The significant increase in harmful content is a global 
issue. To address this, many countries  – including Germa-
ny, the United Kingdom, France, Austria, and Turkey – have 
enacted relevant legislation aimed at regulating the online 
environment and fostering a safe informational space (Ivan 
& Manea, 2022). For instance, in 2020, the Turkish Parlia-
ment passed amendments to Law of Turkey No. 5651 “On 
Regulation of Broadcasts via Internet and Combating Crimes 
Committed by the Means of Such Publications” (2007) strict-
er control over social networks and the content disseminated 
on their platforms. This law, especially the need for social 
media corporations to establish official representative offic-
es in Turkey, aids in combating bot farms by ensuring that 
platforms are directly responsible for the material they host 
and distribute (Gulati & Gulati,  2024). Encouraging Turk-
ish individuals to oversee content-related complaints and 
evaluate compliance with national legislation facilitates the 
identification and elimination of detrimental or fraudulent 
activities, including the operations of bot farms that dis-
seminate misinformation or influence public sentiment. The 
legislationʼs requirement for platforms to retain user data 
in Turkey improves law enforcementʼs capacity to monitor 
and investigate illegal activity, such as bot farm operations 
(Cantekin, 2020). Prospective sanctions, such as fines, ad-
vertising prohibitions, or traffic limitations, function as for-
midable deterrents, motivating platforms to establish more 
rigorous monitoring and moderation systems, therefore lim-
iting the expansion of automated bots and their nefarious 
applications. Under this law, companies must establish of-
ficial representative offices in Turkey to process content-re-
lated complaints.

The only piece of bot-specific legislation enacted in the 
United States to date is Bill of the Senate of the California 
No. 1001 “Bots: Disclosure” (2018). This law makes it un-
lawful to “use a bot to communicate or interact with anoth-
er person online with the intent to mislead the other person 
as to the artificial identity of the person, to knowingly mis-
lead the person as to the content of the communication, to 
induce the purchase or sale of goods or services in a com-
mercial transaction, or to influence the outcome of an elec-
tion”. The legislation defines a “bot” as “an automated on-
line account where all or substantially all of the actions or 
postings of that account are not the result of the actions of a 
real person”. However, this law does not prohibit the use of 
all bots; rather, it stipulates that no liability arises if the use 
of bots is clearly disclosed (Kovac, 2022). The implementa-
tion of Bill of the Senate of the California No. 1001 (2018) is 
fundamentally based on transparency requirements. It stip-
ulates that bots used for communication with the goal to 
deceive in commercial or political settings must be explicit-
ly identified as non-human. Failure to provide such disclo-
sure renders the bot user legally accountable. Enforcement 
procedures rely on consumer complaints, enquiries by gov-
ernmental agencies, or civil litigation instead of proactive 
oversight. The lawʼs restricted jurisdiction, applicable only 
to contacts with California citizens, coupled with the lack of 
a designated enforcement agency, has limited its practical 
efficacy and posed obstacles in achieving widespread com-
pliance across platforms.
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The BOTS Act  (2016) is a legislative measure in the 
United States that pertains to the regulation of automated 
systems, including bots, within the wider digital landscape. 
This legislation explicitly criminalises the use of bots for 
deceptive purposes, especially in instances where they are 
employed to mislead individuals about their identity or the 
nature of the content they engage with. Often used for misin-
formation and propaganda, the Act offers a legal framework 
that may guide national legislation in Ukraine. Considering 
that the principal objective of bot farms often involves ma-
nipulating public perception through the artificial inflating 
of interaction or the promotion of certain ideological nar-
ratives, the Actʼs emphasis on bot transparency and disclo-
sure corresponds with Ukraineʼs need to establish similar 
measures. This statute underscores the legal accountability 
for the conduct of automated accounts, serving as a crucial 
reference for Ukraine as it endeavours to enhance its legal 
frameworks on cybersecurity, information security and mis-
information. The Act exemplifies the balance between public 
safety and freedom of speech by concentrating on the fraud-
ulent applications of bots, rather than imposing sweeping re-
strictions on automated online interactions. This equilibrium 
is especially pertinent as Ukraine faces the deployment of 
bots by adversarial forces, including Russian agents, which 
are used not just to influence public sentiment but also to 
undermine national security.

Artificial Intelligence Act (2024) is a significant EU law 
designed to regulate the implementation of AI systems ac-
cording to their risk assessment. The Act specifically targets 
high-risk AI applications, including those used for misinfor-
mation and manipulation via bot farms. The Actʼs stipulations 
about transparency, accountability, and human oversight of 
AI systems provide essential guidance for Ukrainian legisla-
tors aiming to govern AI-operated bot farms, which often use 
intricate algorithms to mimic human behaviour and evade 
discovery. The Act mandates that AI systems presenting sub-
stantial hazards to public safety or fundamental rights ad-
here to rigorous transparency and risk assessment standards. 
This precisely corresponds with Ukraineʼs need to establish 
more robust legal definitions and frameworks for AI tech-
nologies that facilitate bot farms, especially those used in 
cyberwarfare and psychological operations. Digital Service 
Act  (2022) is an extensive regulatory framework aimed at 
fostering a safer online environment by ensuring platforms 
are responsible for the material they host and the algorithms 
they use. It requires corporate platforms to adopt steps to 
reduce the dissemination of illicit material, including misin-
formation, and to enforce enhanced transparency standards 
for targeted advertising and automated content moderation.

Digital Service Act (2022) is especially pertinent to bot 
farms since it imposes substantial responsibilities on digital 
platforms to vigilantly oversee and regulate the operations 
of automated systems. Regulation provides a framework for 
Ukraine to hold both platforms and bot operators responsi-
ble. The stipulations of the Regulation for transparent con-
tent control and the need for platforms to promptly address 
harmful material might be implemented in Ukrainian digital 
environments, where bots are used to distort political debate 
and disseminate disinformation. Furthermore, its focus on 
the significance of risk management strategies corresponds 
with the studyʼs conclusions that bot farms pose a systemic 
danger to national security. The Code of Practice on Dis-
information  (2022), revised by the European Commission, 

fortifies prior initiatives to address online misinformation by 
broadening the range of parties engaged and intensifying the 
responsibilities of technology platforms. The Code mandates 
platforms to enhance transparency in political advertising, 
collaborate with fact-checkers, and guarantee that their 
algorithms do not facilitate the dissemination of incorrect 
information. This self-regulatory mechanism is essential for 
addressing the role of bots in amplifying misinformation. The 
Code of Practice on misinformation offers Ukraine a chance 
to foster enhanced cooperation among governmental bodies, 
technology firms, and civil society in combating bot-driv-
en misinformation. By implementing analogous measures to 
those in the Code, Ukraine might mandate platforms to pro-
actively address bot-driven misinformation and hold them 
responsible for adverse effects on national security.

A significant step in countering propaganda was the 
adoption of the Code of Practice on Disinformation by 
the European Commission  (2018). This Code was the first 
self-regulatory document of its kind globally, designed to 
encourage companies to collaborate in addressing the chal-
lenge of disinformation. The Code was signed by representa-
tives of leading online platforms, including Facebook, Goog-
le, Twitter, YouTube, and Microsoft (Pagallo et al., 2023). By 
signing, these platforms committed to establishing systems 
for verifying the websites on which advertising is placed. 
They are also required to disclose specific actions taken and 
to grant independent third partiesʼ access to their platforms 
to monitor compliance. Additionally, the Code calls for lim-
itations on the misuse of advertising systems by distributors 
of disinformation. To ensure accountability, signatories must 
submit regular compliance reports. Notably, a strengthened 
version of the Code of Practice on Disinformation  (2022) 
was signed and published. The updated Code includes a 
broader array of stakeholders, allowing a wider range of en-
tities to contribute through commitments relevant to their 
specific fields. These commitments include demonetising the 
spread of disinformation, enhancing transparency in politi-
cal advertising, reinforcing cooperation with fact-checkers, 
and facilitating researcher access to data. The Codeʼs stipula-
tions, such as eliminating misinformation, augmenting open-
ness in political advertising, and fostering collaboration with 
fact-checkers, are crucial for mitigating the impact of bot 
farms, which often create fraudulent accounts to disseminate 
deceptive material or ideas. The Code enhances openness in 
political advertisements and facilitates improved data access 
for academics, hence enabling more efficient detection and 
monitoring of bot operations. Moreover, its focus on coop-
eration with fact-checkers facilitates the identification and 
refutation of false narratives disseminated by bot farms, so 
aiding in the reduction of their detrimental effects on demo-
cratic processes and public confidence. The Code establishes 
a systematic framework for social media platforms and other 
stakeholders to combat the detrimental actions of bot farms.

Established democratic states, like the United States and 
EU member states, refrain from imposing excessively strin-
gent rules on bot use, opting instead to create frameworks that 
enable social media platform proprietors to adopt self-regu-
latory measures. This methodology is pertinent to Ukraine, 
as the legislative framework governing bot farms and cyber-
security is insufficiently established, lacking explicit regula-
tions about the legal status of information-sharing platforms. 
To rectify these deficiencies, it is imperative to revise cur-
rent legislation, including the Law of Ukraine No. 2657-XII 
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“On Information” (1992), by clearly defining and codifying 
concepts such as disinformation and harmful content. The 
existence of harmful material should provide the legal foun-
dation for criminalising bot farm operations and ensuring 
accountability for those responsible. In light of these chang-
es, information policy must prioritise measures that effec-
tively combat the dissemination of illicit material. National 
security services are essential to this process, diligently mon-
itoring media channels to detect and mitigate risks to na-
tional information security (Kharchenko et al., 2017). Neu-
tralising bot farms, particularly those generating substantial 
quantities of malicious bots, continues to be one of the most 
efficacious strategies in the fight against misinformation.

Currently, there is no standardised legal definition for 
bot farm, and the topic remains insufficiently explored. The 
expanding magnitude and influence of bot farms indicate 
that this problem is beyond economic interests and now 
represents a substantial danger to national and internation-
al security. Global strategies for bot regulation, especially 
those emphasising the need for distinct frameworks to tackle 
misinformation, election integrity, and speculation, vary in 
their breadth and aim. Some laws, such as those proposed 
in Ukraine aim primarily to address the impact of bots on 
elections and national security, while others, like the EUʼs 
strategy, include more extensive controls on information 
manipulation, including the economic and social ramifica-
tions of misinformation. Understanding these differences 
and the reasons behind them, whether to reduce specula-
tion, ensure fair voting, or fight misinformation, can impact 
Ukraineʼs law-making efforts. Consequently, it is imperative 
for Ukraine to implement a comprehensive and clearly artic-
ulated regulatory framework that tackles the many concerns 
presented by bot farms, using international best practices 
while conforming to its national security objectives.

Discussion
The regulation of bot farms and misinformation is an urgent 
issue, with international frameworks and state law changes 
striving to address these difficulties. Draft Law of Ukraine 
No. 11115 (2024) and Draft Law of Ukraine No. 9223 (2023) 
are initiatives aimed at regulating bot farms, emphasising 
openness and responsibility for information-sharing plat-
forms. Nevertheless, the present analysis concluded that 
these proposed legislations remain insufficient in handling 
the technological complexities of bot farms. K. Mezei and 
B. Szentgáli-Tóth (2023) observed that Ukrainian legislation 
aimed at combating misinformation inadequately addresses 
the rapidly advancing technology used by bot farms. This 
evaluation corresponded with the results of the present re-
search, which indicated that Ukraineʼs legislative framework 
is deficient in explicit definitions and thorough regulations 
governing automated networks that influence public opinion.

Conversely, international frameworks like the Reg-
ulation of the European Parliament and of the Coun-
cil No.  2016/679  (2016) and the Regulation (EU) 
2022/2065 (2022) provided more comprehensive tools for 
regulating bot activity. These regulations emphasised plat-
form accountability, openness, and data safeguarding, as 
articulated by L.  Böck  et al.  (2022). The present analysis 
concured with these methodologies since they extended be-
yond the basic regulation of misinformation to address the 
foundational architecture of bot networks. Nonetheless, the 
proposed legislation in Ukraine did not adequately address 

these overarching issues, limiting its efficacy. Draft Law of 
Ukraine No. 11115 (2024) mandated that platforms desig-
nate representatives in Ukraine, so guaranteeing responsibil-
ity for detrimental information. Although this represented 
progress in enhancing openness, it fails to directly confront 
the technology aspects of bots and bot farms.

H.K. Gidey et al. (2023) examined the architectural issues 
faced by cognitive bots, highlighting their advanced skills 
that surpass traditional bot behaviour. Their results indicated 
that as bots advance with AI, they increasingly replicate hu-
man behaviour and decision-making processes, complicating 
detection and regulating efforts. This finding corresponded 
with the present analysis, which underscored the escalating 
danger presented by AI-driven bots and the need for legal 
frameworks to evolve in response to these breakthroughs.

The research conducted by F.  Gallwitz and M.  Kre-
il  (2022) on botnet data monitoring under the Regu-
lation of the European Parliament and of the Council 
No. 2016/679 (2016) advocated for a more proactive strat-
egy in bot regulation, highlighting the need for data protec-
tion measures to mitigate automated manipulation. This dif-
fers from the Ukrainian strategy, which emphasises punitive 
actions over preventative and data-informed solutions. The 
current research agreed with F. Gallwitz and M. Kreil (2022), 
supporting the idea of adding better data security measures 
and active strategies to find and stop harmful bot activities.

O.M. Yaroshenko et al. (2022) examined the legal con-
trol of artificial intelligence, specifically in the context of la-
bour law, in industrialised nations. They contended that AI, 
particularly regarding autonomous systems such as cognitive 
bots, presents considerable regulatory concerns. This aligned 
with the present studyʼs assessment of Ukraineʼs proposed 
legislation, which inadequately addresses the implications 
of AI in bot operations. The authors underscored the need 
for legal frameworks that explicitly address the extensive 
implications of AI, including labour law and security issues. 
The present research agreed with this viewpoint, saying that 
AIʼs involvement in bot activities requires a transition from 
conventional legal frameworks to more extensive, technol-
ogy-specific legislation. E. Aïmeur et al. (2023) emphasised 
the significance of collaboration with fact-checkers and im-
proving platform transparency to address misinformation. 
Their research underscored the inadequacies of depending 
on voluntary self-regulation by platforms, indicating that 
more rigorous procedures are necessary. This result diverged 
from the more permissive stance seen in Draft Law of Ukraine 
No. 11115 (2024), which heavily depends on platform pro-
prietors to manage content regulation internally. The pres-
ent research advanced this argument by stating the need for 
a more complete regulatory framework that encompassed 
not just transparency but also explicit rules for bot detection 
and responsibility for automated content generation.

D. Gesmann-Nuissl and S. Meyer (2022) emphasised the 
consumer protection dimensions of bot regulation, contend-
ing that openness in bot use is crucial for protecting con-
sumers from manipulation. Their results correspond with 
the present research, which advocates for the compulsory 
disclosure of bots to enhance public confidence. Nonethe-
less, the research challenged the proposed legislation for 
its lack of explicit restrictions regarding bot behaviour and 
its effects on users. This disparity highlights a substantial 
deficiency in Ukraineʼs strategy: while the legislation em-
phasised platform responsibilities, it neglected to address 
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the particular detriments inflicted by bots, including psy-
chological manipulation and market distortion. J. Hutson et 
al. (2023) examined the difficulties of regulating developing 
technologies such as cognitive bots, which possess more ad-
vanced skills than conventional bots. This corresponds with 
the studyʼs conclusions, emphasising the need for legislative 
changes that adapt to technological progress. The suggested 
laws in Ukraine do not effectively deal with these issues, 
and this study highlighted the need to clearly define and 
regulate advanced bot technologies, especially those using 
AI and machine learning, to keep the laws relevant as tech-
nology rapidly evolves.

While the present analysis recognised the significance of 
the proposed legislation in Ukraine, it determined that these 
regulations insufficiently tackle the intricacies of bot farm 
operations. The research endorsed the suggestions of global 
frameworks, promoting more extensive and technologically 
informed regulation. By synthesising global research results 
and emphasising transparency alongside the technological in-
frastructure of bots, Ukraine may establish a more robust legal 
framework to address misinformation and bot farm activities.

Conclusions
This research aimed to examine and provide a legislative 
definition for “bot farms”, emphasising the establishment of 
a comprehensive legal framework for their regulation. The 
study effectively accomplished this objective by investigat-
ing the increasing use of bots in cybercrimes, including mis-
information, propaganda, and fraud. It delineated the princi-
pal attributes of bot farms, including their ability to produce 
substantial quantities of fraudulent accounts for the propaga-
tion of modified information, and underscored the escalating 
danger these operations pose to national security, especially 
in relation to Ukraineʼs current crisis. The research, via com-
parative examination of foreign legal frameworks such as 
those of the European Union and the United States, underlined 
the need for analogous regulatory methods in Ukraine, par-
ticularly with the intricacies of automated systems like bots.

The study conducted a comprehensive analysis of cur-
rent Ukrainian legislation and legal initiatives, including 
Draft Laws No. 9223 and No. 11115, and assessed potential 
enhancements to mitigate the rising danger of bot farms. It 
determined that, while certain advancements have occurred, 

substantial deficiencies persist in the proper definition and 
regulation of automated bot networks. Key results indicate 
the inadequacy of existing legal definitions of “bot” and 
“bot farm” in Ukraineʼs legal framework, with the absence 
of comprehensive regulations to oversee their utilisation in 
both local and foreign spheres. The research highlighted the 
difficulties in regulating misinformation while protecting 
freedom of speech, a worry reflected in international leg-
islative initiatives such as the EUʼs Digital Services Act and 
California Senate Bill No. 1001.

This study revealed that Ukraineʼs legislative system 
needs to develop explicit definitions of bot farms and as-
sociated activities, while prioritising cybersecurity and na-
tional security. The research indicated that Ukraine must 
use more efficient strategies for identifying and dismantling 
bot farms, especially since they persist in influencing public 
perception and security. By using worldwide best practices 
and conforming to global cybersecurity standards, Ukraine 
may enhance the protection of its information space from 
dangerous bot activities. The results emphasised the essen-
tial need for legislative frameworks that address bot farmsʼ 
activities while also improving openness in digital content 
distribution to avert abuse.

Future studies need to investigate the formulation of 
more precise legal definitions for bot farms and related 
technologies, together with the actual use of these concepts 
within Ukraineʼs legal framework. Subsequent research may 
concentrate on technical innovations in bot identification, 
including the use of AI and machine learning and their in-
tegration into the legal framework to improve enforcement. 
The ongoing global discussion about regulating artificial in-
telligence and its effects on digital manipulation needs close 
attention, as these developments will significantly impact 
future laws related to bot farm activities.
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Правове регулювання поняття «бот-ферми»  
як відповідь на маніпулювання користувачами Інтернету

Діна Дрижакова
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Анотація. Метою цього дослідження була розробка законодавчого визначення поняття бот-ферм, чим створити 
основу для правового регулювання їх використання. У дослідженні використовувалися формально- та порівняльно-
правовий методи. Питання бот-ферм є новою сферою інтересів, викликаною зростаючими тенденціями 
використання ботів для таких цілей, як пропаганда, шахрайство та дезінформація. Ботів можна розділити на 
такі групи: одноденні боти, класичні боти, іноземні боти, нестандартні боти та боти зі складною поведінкою. 
Крім того, у дослідженні було визначено цілі та сфери діяльності бот-ферм, які включають генерування штучного 
трафіку для отримання фінансової вигоди, а також проведення пропаганди, дезінформації та просування 
наративів і певних точок зору в суспільстві. У дослідженні також розглянуто законодавче регулювання створення 
та функціонування бот-ферм. Було проведено порівняльний аналіз правових норм країн Європейського Союзу та 
Сполучених Штатів Америки щодо поширення штучного інтелекту та використання ботів. Було розглянуто правову 
базу, що регулює відповідальність за використання бот-ферм у злочинних цілях. Було проаналізовано відповідні 
законодавчі пропозиції, прийняття яких може вплинути на переслідування за дезінформацію та використання 
злочинних ботів в умовах воєнного стану. Було розглянуто конкретні випадки, повʼязані з викриттям бот-ферм, 
а також особливості правових механізмів, що використовуються для протидії діяльності незаконних бот-ферм, 
на основі досвіду іноземних юрисдикцій. Практична цінність дослідження полягає в тому, що воно показало, 
що українське законодавство не адаптоване для регулювання розвитку бот-технологій, особливо ботів на основі 
штучного інтелекту, у звʼязку з чим існує необхідність його перегляду законодавцем для боротьби зі зростаючими 
ризиками дезінформації та маніпуляцій

Ключові слова: кібербезпека; штучний інтелект; кримінальна відповідальність; соціальні мережі; фейкова 
інформація; пропаганда
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