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Abstract. The hyper-dynamic environment in 2024 has already brought considerable changes to the activities of
modern enterprises, creating a series of new risks of both legal and economic nature, which increases the relevance
of choosing the form of response to them. The purpose of this study was to analyse possible ways of improving the
technology of counteracting the factors that facilitate the formation of a crisis situation at an enterprise in the system
of managerial decision-making. The research methodology involved the use of formal legal analysis of legislation and
the expert method to identify external and internal economic and legal factors, as well as methods of system analysis
and hierarchy analysis. As a result, the most significant negative economic and legal factors were identified. A matrix
grid between these factors, both internal and external, was presented. The main result of the study is a model that
presents a technology for counteracting negative factors that can lead to crisis situations at a modern enterprise in
Ukraine. Among these factors, a special place is occupied by those caused by the specific features of the current regulatory
framework for the activities of enterprises under martial law, which is based on the Resolution of the Cabinet of Ministers
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of Ukraine No. 303-2022-p of 2022 and the Law of Ukraine No. 2136-IX “On the Organisation of Labour Relations under
Martial Law”. As a result, the proposed technology lays the information foundation for making effective management
decisions by key security actors in a modern enterprise. The practical value of this study lies in the possibility of using
the proposed approach in the activities of Ukrainian enterprises to meet the information needs of security actors

Keywords: legal factors; economic factors; counteraction technology; matrix grid; modelling

Introduction

Since the beginning of the hybrid aggression in 2014, the
Ukrainian economy has been facing severe challenges, in-
cluding rising inflation, weakness of the national currency
against foreign currencies, falling purchasing power of citi-
zens, and increased out-migration of workers caused by the
full-scale invasion of the Russian Federation (RF) in 2022
and other factors, creating a very unstable environment for
Ukrainian businesses. Therefore, any business faces a vari-
ety of risks and threats that can lead to a crisis in a certain
way. Therewith, a modern enterprise operates in a certain
environment, which is divided into internal and external.
These two areas, albeit different, can both adversely affect a
company’s operations. It is important to assess the economic
and legal factors of the external and internal environment
that directly affect the emergence of crisis situations. No-
tably, the chosen research topic is vital in the context of
wartime in Ukraine, due to the critical need for effective
decision-making systems. Such a system would help pre-
vent and mitigate crises exacerbated by economic and legal
factors. In active hostilities, rapid and often unpredictable
changes in the economic and legal environment can lead to
increased vulnerability. These changes may include econom-
ic sanctions, disruption of trade routes, legal uncertainties
in international law, and crisis management challenges. In
this context, understanding how technology can be used to
counteract negative influences becomes crucial.

The interaction between economic and legal factors and
their impact on crisis situations in enterprise decision-mak-
ing systems is a complex area that crosses various fields of
business and socio-economic research (Balas et al., 2019;
Hrybinenko et al., 2020). Modern scientific and practical
literature contains many studies on the topic of security de-
velopment and crisis management. Thus, F.A.F. Alazzam et
al. (2024) investigate a methodological approach to choos-
ing a business management strategy against the background
of changes in commercial activities. Their research high-
lights the significance of strategic adaptation in response to
economic change, providing a relevant framework for un-
derstanding how businesses can manoeuvre through crises
by adjusting their strategic approaches. M.I. Zveryakov and
L.L. Zherdetska (2019) discussed the specific links between
the currency collapse and the inflationary crisis in Ukraine,
highlighting how macroeconomic factors directly affect the
stability of enterprises. Their findings highlight the critical
role of national economic policy in shaping the operating
environment for business. M. Dubyna et al. (2023) analysed
how digitalisation helps to ensure the financial and eco-
nomic security of trade enterprises in the face of external
shocks. Their research is key to understanding how digital
tools can serve as buffers against the destabilising effects
of economic and legal unpredictability. M.A.M. Bani-Meq-
dad et al. (2024) delve into the current challenges of intel-
lectual property protection in the cyber environment, em-
phasising the significance of legal frameworks in ensuring
sustainable development. This study is directly related to

understanding how legal adjustments can protect businesses
from cybereconomic threats.

One of the founders of the school of security studies,
V.I. Franchuk et al. (2020) emphasised the significance of
forecasting the resilience of enterprises in the context of
economic security management. Their research provides
methodologies for predicting the long-term viability of en-
terprises, which is important for preventing and managing
crisis situations. M.F. Kryshtanovych et al. (2024) investigate
the development of new information systems using artificial
intelligence to improve decision-making in business. Their
research provides insights into how technological advances
can be used to improve governance strategies amidst eco-
nomic and legal challenges. A.M. Shtangret et al. (2019a)
focused on the necessary information systems to manage the
economic security of high-tech enterprises. Their research
emphasises the significance of robust information systems in
navigating and mitigating the impact of economic and legal
factors on business operations. M.I. Kopytko et al. (2023a)
discussed the development of marketing strategies that meet
the goals of sustainable development. This study is important
because it links market-oriented strategies to the long-term
sustainability of enterprises in uncertain economic times.

To summarise, it was noted that the most noticeable
gaps in the literature today are as follows: many studies
focus on the general principles of crisis management and
economic security, but often ignore the specifics of differ-
ent industries or regions; despite the existence of studies
that consider individual economic and legal factors, there
is often a lack of comprehensive data on the interaction
between these factors; insufficient attention to the role of
mathematical modelling in solving scientific and practical
problems. This necessitates the analysis of ways to improve
the technology of counteracting the factors that lead to crisis
situations at the enterprise in the system of managerial deci-
sion-making, which is the purpose of this study.

Materials and methods
The main purpose of using the expert method was to identify
the key economic and legal factors that make crisis situa-
tions in the activities of modern enterprises possible. After
an analysis, which included reviewing the studies of nation-
al and foreign researchers in the field of crisis management
and interviewing 45 expert economists and lawyers in the
field of crisis management, the key factors were identified.
Reporting on research involving human subjects, it should
be noted that the study was conducted according to the fol-
lowing standards: the American Sociological Association
Code of Ethics (1997), The International Code of Marketing,
Social and Opinion Research, and Data Analysis ICC/ESO-
MAR (2016), and the European Commission’s Guidelines
on Ethics and Data Protection (2021). All participants were
fully informed that anonymity was guaranteed, why the
study was being conducted, how their data would be used,
and whether there were any associated risks. The survey



was conducted exclusively online due to the introduction
of martial law. Therewith, a question-and-answer form was
presented. The ethics of sociological research was observed.
Using the Delphi method, the experts’ responses were col-
lected and analysed to identify consensus and differences
in their assessments and opinions. In case of significant dis-
crepancies in the answers, additional rounds of surveys were
conducted, where experts could review their answers, hav-
ing read the average scores of other participants, and make
the necessary corrections or additional explanations. The
result of this process was a report that highlighted the key
economic and legal factors that can trigger crisis situations,
identified through the competent judgement of experts, pro-
viding an in-depth and multifaceted analysis of this com-
plex topic. This report reflects not only a diversity of views,
but also a consensus among experts, which is crucial in the
complex and multifaceted issues that are crisis management.
Thus, the Delphi method proved to be an effective tool for
identifying and analysing the key factors. The purpose of
systemic analysis was to understand the complex interrela-
tionships between the various components of a company’s
decision-making system, especially under the influence of
the identified crisis factors. The hierarchy analysis method
involved breaking down a problem into a hierarchy of easi-
er-to-understand subtasks, each of which could be analysed
independently. The factors identified by the expert method
were arranged in a multi-level hierarchical structure. Pair-
wise comparisons were made to evaluate economic and legal
factors against each other according to certain criteria, such
as severity of impact and controllability.

In the study of the legal aspect of the problem, the
following regulations of Ukraine were examined: Law of
Ukraine No. 2435-IX (1999); Law of Ukraine No. 389-
VIII (2015); Resolution of the Cabinet of Ministers of Ukraine
No. 303 (2022); Law of Ukraine “On the Organisation of La-
bour Relations under Martial Law” (2022). The study also
considered the Tax Code of Ukraine (2010), Labour Code of
Ukraine (1996), and the Commercial Code of Ukraine (2003).
The following international regulations were considered:
IAS 1 - Presentation of Financial Statements (2007); IFRS
1 - First-time Adoption of International Financial Reporting
Standards (2009). Thus, the study employed formal legal
analysis and analysed the sources that, as of 2024, directly
affect the activities of enterprises in Ukraine.

Results
The martial law, together with the ongoing hostilities, has
seriously affected the operational capabilities and economic
stability of businesses across the country. The imposition of
martial law was accompanied by a series of strict regula-
tions, including movement restrictions, curfews, and special
administrative rules, which directly interfered with the nor-
mal operations of businesses. Therewith, the Law of Ukraine
“On the Organisation of Labour Relations Under Martial
Law” (2024) changed the standard operating framework
for enterprises regarding labour relations. This includes the
possibility for employers to increase the maximum working
week to 60 hours, depending on the needs of the enterprise,
especially those engaged in defence or critical infrastructure.
The introduction of martial law has led to adaptations in the
regulatory environment for businesses, affecting how they
can operate during this period. This includes suspending cer-
tain business operations or adjusting their operational scope,
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especially in relation to interaction with territories subject
to active hostilities or other military activities. Notably,
according to the Resolution of the Cabinet of Ministers of
Ukraine No. 303 (2022), all planned and unplanned actions
of state supervision (control) and state market control are
suspended during the period of martial law. However, an ex-
ception is made for unscheduled state supervision (control)
measures aimed at preventing unjustified price increases for
socially important goods.

From a legal standpoint, the activities of Ukrainian en-
terprises today are highly dependent on changes in legisla-
tion. The main legislative act regulating business activities in
Ukraine is the Commercial Code of Ukraine (2003). The Code
defines the legal framework for entrepreneurship, the rights
and obligations of business entities, and regulatory measures
to ensure fair competition and consumer protection. Labour
law in Ukraine is primarily governed by the Labour Code
of Ukraine (1996), which sets out comprehensive guidelines
for labour relations. This code ensures that both employees
and employers adhere to standards that promote fair labour
practices and protect workers’ rights. Financial accounting
and reporting in Ukraine are regulated by a series of laws
and standards aimed at ensuring transparency and reliabili-
ty of financial statements. The Law of Ukraine No. 2435-I1X
“On Accounting and Financial Reporting” (1999) requires
companies to keep proper accounting records and prepare
financial statements following national and international
accounting standards. Ukrainian companies must follow
the International Financial Reporting Standards as adopted
in the country. For instance, this refers specifically to the
IFRS 1: First-time Adoption of International Financial Re-
porting Standards, (2009). This Standard establishes pro-
cedures for an entity’s first financial statements prepared
following the International Financial Reporting Standards
(IFRS). IAS 1: Presentation of Financial Statements (2007),
which governs the general requirements for financial state-
ments, including their structure, minimum content require-
ments, and key concepts such as going concern, accrual basis
of accounting, and current/long-time distinction. It details
how to transition from former generally accepted account-
ing principles (GAAP) to IFRS, including how to recognise,
measure, present, and disclose assets, liabilities, and equity.
Businesses in Ukraine face potential tax risks due to frequent
changes in tax legislation and the complexity of tax regula-
tions. Since the start of the full-scale invasion, for instance,
a simplified taxation system has been introduced to support
small and medium-sized businesses, including reduced VAT
and single tax rates for certain categories of entrepreneurs.
The income tax for companies producing military products
was also temporarily abolished. To mobilise resources, the
government introduced additional military levies to finance
the country’s defence needs. The risks themselves may in-
clude discrepancies in tax reporting, underpayment of taxes,
and increased attention to tax audits and fines. Businesses
should keep abreast of changes in legislation and implement
robust tax planning and compliance strategies to minimise
these risks (Tax Code of Ukraine, 2010).

The introduction of martial law in Ukraine has led to
considerable innovations in the legal system aimed at en-
suring national security and optimising governance in the
face of new challenges (Law of Ukraine No. 2136-IX, 2022).
The key changes included restrictions on certain civil rights
and freedoms, such as the right to private property and
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movement, as well as the introduction of information cen-
sorship and increased control over communications. The
imposition of martial law gave the government the authori-
ty to nationalise certain enterprises critical to the country’s
defence and security and to simplify procedures in making
important administrative decisions. The introduction of
martial law in Ukraine has indeed led to marked chang-
es in the legal system aimed at ensuring national security
and optimising governance in emergency situations. The
main provisions governing these innovations are mandat-
ed in the Law of Ukraine “On the Legal Regime of Mar-
tial Law” (2015), which has undergone significant changes
since the outbreak of full-scale war. Therewith, the intro-
duction of martial law allows the government and military
authorities to carry out certain actions and make decisions
in a simplified manner. Specifically, Item 2 of Article 8
prescribes the possibility of introducing special regimes
for the management and operation of enterprises, institu-
tions, and organisations, which may include simplification
of administrative decision-making procedures to respond
to threats promptly. Such regimes include the possibility of
establishing simplified procedures for administrative deci-
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sions, which allows enterprises to respond more quickly to
defence and military needs. Under special management re-
gimes, the government is entitled to centrally allocate mate-
rial and financial resources that are critical during wartime.
This also includes the possibility of temporary seizure of
privately owned property for military purposes, subject to
proper compensation. The law stipulates that such actions
are taken exclusively under martial law and are aimed at
ensuring maximum efficiency and effectiveness in a rapidly
changing environment.

Furthermore, the physical destruction of infrastruc-
ture and the unpredictable security situation have led to
the closure or severe restrictions on the operations of many
businesses. Most businesses faced crisis situations, with the
manufacturing, retail, and service sectors having a particu-
larly difficult time. The unpredictable and volatile environ-
ment has made it difficult for businesses to plan for the fu-
ture, secure supplies, or even maintain a stable workforce.
Economic uncertainty has been exacerbated by significant
population movements, both internal and refugee, which
have depleted the consumer base and the available labour
market for many businesses (Fig. 1).

1600000
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2021 2022 2023

Operating enterprises| 1,839,672

1,841,701

1,973,652 | 1,856,320 | 1,732,576

Figure 1. Dynamics of changes in the number of operating enterprises in Ukraine for 2019-2023, units
Source: calculated according to data from the State Statistics Service of Ukraine (2023)

As a result of the expert analysis, the study identi-
fied the most significant internal economic and legal fac-
tors that have led to the emergence of crisis situations at
a modern enterprise. They will be further referred to as
M = {M1,M2,M3,M4,M5,M6,M7}:

= MI1. Lack of effective internal labour regulations. Es-
tablishes rules for employee behaviour in the workplace and
defines liability for violations. Such rules help manage the
risks associated with inappropriate behaviour or actions of
employees that may threaten security.

= M2. Low innovation activity. Innovation is the key
to competitiveness. Lack of innovation can lead to the “ob-
solescence” of products and services, reduced efficiency of
operations and loss of market positions.

= M3. The presence of constant internal conflicts be-
tween management and managers, and between staff. Con-
flicts within, especially between distinct levels of manage-
ment, can seriously undermine morale, productivity, and
efficiency, which can lead to crisis situations.

= M4. Outdated form of risk management. The modern
business environment requires flexible and secure approach-
es to risk management. Obsolete methods may fail to identi-
fy or mitigate ever-changing risks.

= MS5. Ineffective meeting the information needs of key
economic security actors and the crisis management system.
Information is a key resource in a modern enterprise. Inef-
fective satisfaction of information needs can lead to incor-
rect management decisions in crisis management, as man-
agement and managers base their decisions on inaccurate,
outdated, or incomplete information.

= M6. Reduced human resources potential. A decrease
in the qualifications, motivation, or number of employees
can lead to lower productivity, poorer quality of products or
services, and a loss of competitiveness.

= M7. Problems with privacy and data protection pol-
icies. Defines how the company collects, uses and protects
personal and commercial data. This is vital to ensure the
protection of information and may include policies on cyber-
security and physical protection of data.

Using an analogous survey method, the study identi-
fied the most significant external economic and legal factors
that can lead to crisis situations at a modern enterprise and
denoted their totality as N = {N1,N2,N3,N4,N5,N6,N7}:

= N1. Mass migration abroad as a result of martial law.
Martial law has led to mass migration, which could lead to
a shortage of skilled labour. This makes it difficult to recruit



employees and maintain prominent levels of productivity. Ac-
cording to the United Nations (United Nations High Commis-
sioner for Refugees, 2024), over 8 million Ukrainians have
been forced to leave the country, seeking safe haven in Europe
and other countries. This has created a serious shortage of
skilled labour in various sectors of the Ukrainian economy, in-
cluding the IT sector, construction, healthcare, and education.

= N2. International norms and standards. If a company
operates in the international market, it must follow interna-
tional norms and standards, including business rules, export
controls, anti-corruption measures, and corporate govern-
ance standards.

= N3. Legislation on cybersecurity. Regulates the pro-
tection of information systems and databases from unauthor-
ised access, attacks, and leaks. This includes requirements
for data protection, cryptographic protection, and rules for
handling cybersecurity incidents. One of the most signifi-
cant examples of the impact of cybersecurity legislation on a
modern enterprise is the situation with the implementation
of the European Union’s General Data Protection Regulation
(GDPR). One concrete example of the impact of GDPR on
a modern enterprise can be observed in the case of British
Airways. In 2018, the company was the victim of a major
cyber-attack where attackers gained access to the personal
data of approximately 500,000 customers, including credit
cards, addresses, and other personal information. This hap-
pened due to vulnerabilities in their security system. As a
result, in 2020, the UK’s Information Commissioner’s Office
(ICO) fined British Airways GBP 20 million for failing to
follow the GDPR regulations on customer data protection.
The European Union’s General Data Protection Regulation
(GDPR) has not been ratified in Ukraine as such, as it is
directly applicable only in the European Union. However,
Ukraine has taken steps to harmonise its legislation with the
GDPR within the framework of its commitments to the EU
and international partners

= N4. High interest rates. The rising cost of lending is
negatively contributing to the lack of access to finance for
businesses, especially small and medium-sized businesses.

= Nb5. Full-scale invasion of Russia. The war waged
against Ukraine has resulted in the destruction of infrastruc-
ture, loss of markets, supply chain disruptions, and gener-
al uncertainty. All this has sharply increased business risks
and forced companies to cease operations.

= N6. Rising inflation. High inflation can reduce pur-
chasing power and increase costs for businesses as the
costs of raw materials, energy, and other resources rise. In
Ukraine, high inflation has become a significant external
economic factor that contributes to the emergence of cri-
sis situations for modern enterprises. For instance, in 2022,
Ukraine faced an inflation rate of 26.6%, which is substan-
tially higher than in 2021, which was 9.4%. This sharp rise
in inflation has led to a considerable increase in the costs of
raw materials, energy, and other resources that are critical
to businesses. According to the National Bank of Ukraine,
the cost of raw materials increased by an average of 30%,
while energy costs jumped by more than 50% over the same
period. As a result, businesses have faced higher operating
costs and decreased profitability, which has created difficult
economic conditions and increased the risk of crises (State
Statistics Service of Ukraine, 2023).

= N7. Increased competition in the market. Increased
competition can lead to lower prices and margins, requiring
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businesses to be more innovative, efficient, and customer-fo-
cused to stay competitive. Even in times of war, there may
be an increase in market competition, often driven by in-
ternal migration. War causes considerable population move-
ments within the country, as people leave dangerous regions
and move to safer areas with relatively stable business con-
ditions. This leads to a concentration of entrepreneurs, spe-
cialists, and labour force in less affected regions, which leads
to an increase in the number of new businesses and, conse-
quently, increased competition.

A dependency matrix was used to show the interdepend-
encies between different elements of a system. Each element
of the system is displayed as a row and a column in the ma-
trix, and their relationships are marked in the correspond-
ing cells of the matrix. This way, it is easy to identify how
changes in one element can affect the others. The matrix
grid of dependence between the identified economic and
legal factors that may cause crisis situations at a modern
enterprise is presented in figure 2.
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Figure 2. A matrix grid of dependence
between certain economic and legal factors that can
cause crisis situations at a modern enterprise
Source: created by the authors of this study

The reason for the 0 or 1 in the dependency and reach
matrices is to identify and illustrate the relationships and
influences between the elements or factors being analysed.
Specifically, a “1” is indicated in a cell of these matrices
to denote a direct influence or relationship between a row
element (factor) and a column element (factor) based on a
pairwise comparison. This means that the row factor has
some kind of influence or advantage over the column fac-
tor. Conversely, a “0” is indicated when no direct effect or
relationship is observed in a pairwise comparison. Such ma-
trices thus provide a structured way of visualising and ana-
lysing the dynamics in a system or hierarchy, allowing de-
pendencies to be identified and hierarchies to be established
among elements. The “1” on the diagonal is fundamental.
This designation indicates that each element or factor reach-
es itself by default. In essence, the principle of reflexivity
is applied here, which means that each factor has a direct
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impact or connection with itself. Next, the achievability ma-
trix shows which elements of the system can be achieved
from each element through a series of intermediate steps.
This helps to determine how certain factors can spread
through the system, identifying potential pathways for the
spread of crises or important changes (Fig. 3).

N7 0 0 0 0 0 0 1
N6 0 0 0 0 0 1 0
N5 1 1 0 1 1 0 0
N4 0 0 0 1 0 0 0
N3 0 1 1 0 0 1 1
N2 0 1 0 0 0 1 0
N1 1 1 0 0 0 1 0
N1 | N2 | N3 | N4| N5 | N6 | N7
M7 0 1 0 0 0 1 1
M6 0 0 0 0 0 1 0
M5 1 1 0 0 1 1 0
M4 0 1 0 1 0 0 0
M3 0 1 1 0 0 0 0
M2 0 1 0 0 0 0 0
M1 1 1 1 0 0 1 1
M1 | M2| M3 | M4 | M5 | M6 | M7

Figure 3. Matrix grid of achievability
between certain economic and legal factors that can
cause crisis situations at a modern enterprise
Source: created by the authors of this study

Let the set of available factors that are connected to each
other according to the matrix grid be denoted as S. When the
notation is 1, it indicates the influence of the defined factor
represented by this vertex on the factor. Accordingly, the set
of all antecedents in a graph forms a subset P. Therewith, to
form one of the hierarchy levels for both external and inter-
nal economic and legal factors identified here, which may
cause crisis situations at a modern enterprise, the following
equality (1) must be fulfilled:

R=SnP, (1

is the level of the hierarchy if P = R. The implementation of
the specified set of measures (1) creates the initial (and the
least significant in terms of impact on the analysed process)
level of the hierarchical structure of the factors identified by
experts according to the Delphi method that can cause cri-
sis situations at a modern enterprise. The calculated matrix
grid for determining the hierarchy of economic and legal
factors that may cause crisis situations at a modern enter-
prise is presented in figure 4. Each level of the hierarchy is
evaluated using pairwise comparisons, where elements are
compared in terms of their significance or superiority to one
another. These comparisons are usually quantified using a
scale. Thus, for internal factors, equality is initially fulfilled
for M2 and M6, which will be the lowest level in the hierar-
chy. Then those factors are removed from the grid, and this
continues until the highest level is formed for both M and N
factors. By skipping intermediate calculations, it is possible
to form a holistic hierarchy in the context of presenting the
technology to counter them (Fig. 5).

M| s P R | N| s P |R
1o [BEB3 1 1| 15 [ 126 1
2 | L34 2 2 12 ;2345 26 | 2
3] 13 [ 23] 313 3 |2367] 3
4| 4 24 | 4 | 4| 45 4 |4
5/ 5 15256 5 ! 5| 5 [1;245]5
6 | 1;5;6;7 6 6 | 6 |1;2,36 6 6
7] u7 [267] 7 " 7| 37 7 |7

Figure 4. A matrix grid for determining the hierarchy
of economic and legal factors that can lead
to crisis situations at a modern enterprise
Source: created by the authors of this study
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security level

Assessment of legal
security level

Responding to the most significant influencing
factors to avoid crisis situations

Implementation of the evaluation plan

I

Creation of a structural and logical plan
for the evaluation process

Development of an information foundation
for the assessment

Improvement of the objectives of crisis analysis
based on previous experience

Figure 5. Technology for counteracting negative
economic and legal factors that can lead to crisis situations
at a modern enterprise

Source: created by the authors of this study

To improve the internal and external response to cri-
sis situations at an enterprise, it is first necessary to focus
on more effectively meeting the information needs of key
economic security stakeholders. In the context of external
threats, such as a full-scale invasion by the Russian Federa-
tion, the company should develop a strategy for geographi-
cal dispersion of assets and diversification of supply chains,
which will reduce vulnerability to external shocks and en-
sure greater resilience.

Therewith, internal and external legal factors play a crit-
ical role in ensuring the legal security of an enterprise. Inter-
nal factors, such as corporate security, privacy policies, and
work rules, provide the basis for internal governance and
control, ensuring that all actions are within legal and policy
frameworks. On the other hand, external legal factors, such
as national health and safety legislation, cybersecurity, and



international regulations, impose obligations to follow secu-
rity, cybersecurity, and external relations standards, which
helps businesses identify and manage external risks while
complying with the requirements of legislation and interna-
tional agreements. To ensure the legal security of a business
during the war in Ukraine, it is critical to keep up-to-date
with rapidly changing national and international regulations
and compliance requirements. Businesses should create a
crisis management department that includes legal experts
who can continuously assess risks and adapt strategies ac-
cordingly. This department should focus on asset protection,
data security, and business continuity in the face of extraor-
dinary regulations. It is also important to maintain strong
communication with regulators and obtain legal advice on
new legislation and government directives.

The final stage is a discussion of the results. Specif-
ically, they should be compared with analogous ones in
this area. For instance, B.M.A.R. Tubishat et al. (2024) fo-
cus on improving the efficiency of commercial relations to
support sustainable development through regional legal
frameworks. The present study expands on this by system-
atically analysing both internal and external economic and
legal factors affecting enterprises, analogous to the use
of a matrix grid to assess the interaction of factors sug-
gested above. The methodological approach developed by
V. Panchenko et al. (2022) for managing innovation activ-
ities is consistent with the emphasis placed on systematic
analysis combined with expert methods. The present study
contributes to this aspect by proposing a technology for
counteracting the economic and legal factors that facilitate
a crisis situation at an enterprise in the system of mana-
gerial decision-making to ensure its security development,
improving the methodological tools available for managing
enterprises during economic shocks.

0. Vovchak et al. (2021) and L. Dokiienko (2021) pro-
vided a framework for diagnosing financial crises and as-
sessing financial security, respectively. The present study
complements these paths by proposing a holistic technology
that not only detects but also actively counteracts the nega-
tive influences that lead to crises, thereby providing a proac-
tive tool in crisis management. I. Isaienko (2020) discussed
the crisis in public administration, which resonates with the
findings on the need for strong decision-making systems. The
proposed model potentially serves as a bridge to apply these
approaches to the private sector. The spatial challenges as-
sessed by O. Zybareva et al. (2022) reflect the complexity of
economic security management at the industrial level. The
technology covered above uses analogous concepts, but re-
fines the application specifically to address crisis situations,
thereby increasing the security potential of the enterprise.
M. Kopytko et al. (2023b) and O. Sylkin et al. (2019) ex-
plored creative responses to pandemic crises and crisis man-
agement modelling, respectively. The technology developed
in the present study aligns with these approaches by pro-
viding a structured method for anticipating and mitigating
crises by integrating creative problem solving into the deci-
sion-making process. A. Shtangret et al. (2019b) focused on
the development and functioning of the organisational and
economic mechanism for ensuring the economic security of
the enterprise. This research is important for the present
study because it provides a basic context for understanding

V. Franchuk et al.

the structural aspects of economic security. Thus, the pro-
posed technology extends this approach.

Conclusions

In conclusion, the study made a significant contribution to
the development of methods of counteracting crisis situa-
tions at enterprises through the analysis of economic and
legal factors. The innovation lies in the creation of a matrix
grid that systemises the links between internal and external
factors that affect the stability of the enterprise. Therewith,
an approach to their assessment and ordering was proposed.
In total, the study identified 14 crucial economic and legal
factors of the external and internal environment that influ-
ence the process of crisis formation at an enterprise through
the involvement of experts. As a result of establishing the
interrelationships between them and their hierarchical or-
dering, the study proposed a technology for counteracting
negative economic and legal factors that may lead to crisis
situations at a modern enterprise. The developed model of
counteraction technology has significant practical value, as
it provides enterprises with a tool for early response to crisis
threats. Using this model, decision makers can set up their
security strategies with minimal losses and optimise strate-
gic planning processes. The technology also helps to improve
the financial stability of the enterprise and strengthen its so-
cio-economic security. Despite its considerable advantages,
the model has certain limitations.

The analysis of economic and legal factors in the forma-
tion of crisis situations in enterprises highlighted the com-
plex intertwining of legislation and corporate decision-mak-
ing. Legal frameworks define the operational boundaries
within which businesses operate and respond to crises. The
study highlighted significant legal vulnerabilities that could
cause or exacerbate crises. These vulnerabilities often arise
from gaps in knowledge of the law, misinterpretation of new
regulations, or non-compliance with existing laws. The rap-
id evolution of legal standards, especially in dynamic econ-
omies, can render existing compliance strategies obsolete,
thereby exposing businesses to legal risks. The main limita-
tion is its dependence on accurate and up-to-date input data,
which can be difficult to collect in the ever-changing legal
environment of Ukraine. It is also worth considering the
need to constantly update the methodological framework
and adapt to new economic realities, which may require ad-
ditional resources and efforts on the part of the enterprise to
fully implement the technology.

Prospects for further research in this context from the
legal standpoint may focus on the analysis of new legisla-
tive initiatives and their impact on the economic stability
of enterprises. Particular attention should be paid to the in-
vestigation of the adaptation of enterprises to the changes
brought about by martial law in the country. It is also crucial
to interact with state security structures to ensure coordina-
tion of efforts to counter military threats and minimise their
impact on the economic security of enterprises.
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AHoraunis. [nepauHaMivHiCTh 30BHIIIHBOTO cepeOBHUINA B Mexax Bxe 2024 poKy IprBHeCsIa 3HAYHi 3MiHU B JisUTbHICTh
CyYacHUX MigIPUEMCTB, YTBOPUBIIHN PsAJI HOBUX PU3UKiB K IPAaBOBOT'0 TaK Il EKOHOMIYHOTO XapaKTepiB U, 10 HiBUIIyE
aKTyasbHiCcTh BUOOpPY (opMu pearyBaHHA Ha HuX. MeToio cTtaTti 6yB aHai3 MOXJIMBUX NUIAXiB YJAOCKOHAJIEHHS
TEeXHOJIOTil MpOoTUAil YMHHUKAM, IO YMOJXJIMBJIIOIOTh YTBOPEeHHsA KPH30BOI cUTYyallil Ha MiANPUEMCTBI B cuUcTeMi
NPUMHATTA YIPaBJIiHCBKUX pillleHb. MeTooJIorisa JOCiIXeHHA Nepebavyasa 3acTOCyBaHHA (OpMaIbHO-I0PUIUYHOTO
aHaJIi3y 3aKOHOJABCTBA Ta E€KCIEPTHOrO0 MEeTOAy AJA BUOKpeMJIeHHS 30BHINIHIX I BHYTPIIIHIX eKOHOMiKO-IPaBOBUX
YMHHUKIB, METOMIB CHCTEMHOTO aHaJ3y U aHamidy iepapxii. B pe3dyapTari 6yJji0 BHOKpeMJyieHO HANOGijbIml Baromi
HeraTyBHi YMHHUKU €KOHOMi4HOro I ImpaBoOBOro xapakrtepy. [IpeacTaBieHO MaTpUUHy CiTKy MiX IUMH (akTopamMu
AK BHYTpPIilIHIMM, Tak ¥ 30BHimHiMN. OCHOBHUM pe3yJIbTAaTOM CTATTi cTajla MOJeJsib, fIKka IMpeJCTaBJIsA€ TEXHOJIOTiIo
IPOTUAIl HeraTUBHUM YMHHMKAM, III0 MOXYTb CIIPUYMHUTH yTBOPEHH: KPU30BUX CUTYyallill Ha Cy4YacHOMY HiIIPUEMCTBI
B Ykpaini. OcobiBe Miclle cepell X YNHHUKIB 3aliIMaloTh Ti, [0 BUKJIMKaHi 0COGJIMBOCTAMU CydacHOI HOPMAaTHUBHOL
perJjiaMeHTalil AiAJIbHOCTI MiATPUEMCTB B yMOBAaX BOEHHOT'O CTaHy, OCHOBY sKOI ckyafae [TocranoBa KabGiHeTy MiHicTpiB
Vkpainu Ne 303-2022-n 2022 poky Ta 3akoHy Ykpainu No 2136-IX «IIpo opradisalilo TpyJOBHX BiJHOCHH B yMOBax
BOEHHOI'O CTaHy». fSIK pe3ysjbTaT, 3alIpOIOHOBAHA TEXHOJIOTiA 3akyiafae iHdopMaliliHe HiAIPYHTA OJIA NPUNHATTA
edeKTHBHUX yIPaBJIiHCHKUX PillleHb KJII0UOBUMU cy6’ekTamy H6e3rneKky Ha CydyacHOMY HiAnprueMcTBi. [IpakTiuyHa HiHHICTh
po06oTH ToJIAra€e B MOXJINBOCTi BUKOPHUCTAHHSA 3alpPOIIOHOBAHOTO MiAXOAY B AiAJIBHOCTI HMiAIPUEMCTB YKpaiHU 3 MeTOI0
3aJ10BOJIeHHA iHPopMaLiiiHux noTpeba cy0’ekTiB 6e3neKku
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